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EXECUTIVE SUMMARY

Protecting personally identifiableformation (PIl) is critically important to the Federal Deposit

Insurance Corporation (FDIC). This Breach ResponsedPlaw¢ €t 2INy ¢ 0 LINR GA RS &

to the Corporation on how to respond to breaches involving PII. This Plan is a subcomponent of
thS / KAST LYTF2NXIGA2Yy hFFAOSNI hNEIYATIFiA2yQa
supersedes the Breach Response Plan, VersiratedApril 13, 2018.

This documentprovidesthe definition of a breach, as well as theriteria for assessingnd
mitigating the risk of harm to potentially impacted individuals, in accordance with guidance
provided by the Office of Management and Budgetn addition, this Plarestablishes and
designates the members of the Breach Response Team, as wsfleasies the roles and
responsibilities of employees, contractors and other personnel for reporting breaches of PII.

! SeeOMB M17-12, Preparing for and Responding to the Breach of Personally Identifiable Inforrt@MB, January 2017).

0


https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2017/m-17-12_0.pdf

1 INTRODUCTION

1.1 Background

In fulfilling its missn, the Federal [®posit Insurace Corporation (FDIC) cldds and

maintains personally identifiable information (PIl) about customers, employees, officers and
directors of financial institutions, as well as about FDIC personnel and visitdnsler

Federal law and poligythe FDIC is responsible for protecting this PIl from Ithesff or
O2YLINRYAAS O6a0NBIFOKEOD C I, dstwelt$Sto répdrt d-bre&l dzi G S f
in a timely manner,could cause significant financial, reputation, or other harm to
individuals, the Corporation, or other affected stakeholders.

Intode® Q& NI LIARft & S@2t @Ay3a GKNBIG FYyR NRA]l Ly
systems are increasingly the targets of sophisticated attacks by actors who wase tBll

for malicious purposesThe FDIC must ensure it is prepared for and understaioss to
effectively respond to evolving threats to information and information securitjn
STFSOGADOS IyYyR SELISRAGAZdIza NBalLkRyasS G2 | 6N
any harm to potentially affected individuals and to maintain the pDifid G NHzA G Ay (0 K
of FDIC to safeguard PII.

1.2 Purpose

¢tKS C5L/ Q& . NBIFIOK wSaLkryasS tflry o.wtov &aSia
and respond to a breach of PIl. el§tablishesand designates the members tife Breach
Response Teamas well asincludes the organizational framework for assessing and
mitigating the risk of harm to individuals potentially affected by a breacid @rovides
guidance on whether and how to provide notification and services to those individuals. The
purpose of this Plan is to ensure that FDIC responds in a timely, consistent, and appropriate
manner to suspected and confirmed breaches, in order to ggb#DIC information and

assets and to minimize harm to individuals and entities that may be affected by the breach.
The BRP is also intended to promote consistency in the way FDIC prepares for and responds
to a breach by requiring baseline requirementslgrocedures.

1.3 Authorities, Scope and Definitions

The BRP is a subcomponent of the FDIRA ST LY FT2NXI G§A2Y hFFAOSNI
overall Incident Response Plan, and was developed pursuadffice of Management and

Budget (OMB) M.7-12, Prepaing for and Responding to the Breach of Personally
Identifiable Informationand other applicabléaw and policy. The Plan applies to a breach

of FDIC PII in any format (electronic, paper or verbal) as defined below. It does not address
incidents involing the loss of classified @gency/businessensitive information(BSH or

% See glossary iappendix A



incidents where the FDIC has lost the ability to provide any critical service to system users
(matters involving the loss or outage involving a critical system will be refeodeDIC
Security Operations CenteEQC and handled in accordance with the FDIC Cyber Threat
and Incident Escalation GuideMatters involving the loss of Classified National Security
Information should be referred to the FDIC Federal Senior Intellig@umdinator (FSIC)

and the FDIC Special Security Officer. Incidents involving the loss or compromise of agency
or business sensitive information (BSI) should be handled in accordance with the
overarching Incident Response Plan. Incidents involving aioatidn of both BSI and PlI
should be handled according to the FDIC Incident Response Plan, with this BRP folding into
that overarching process.However, where an incidentinvolves one or more of the
aforementioned eventsind a breach of RithisPlan wil be enacted for the breach portion

of the everi(s). All FDIQsers or other individuals with access to FDIC information and/or
information systemsnust abide by the provisions outlined in this BRP.

Personally ¢KS GSNIXY tLL NBFSNAR (G2 AYyF2NXNIGA2Yy GKFEG OFy 68

Identifiable ~ when combined with other information that is linked or linkable to a specific individual. Because there are

Information  different types ofinfo F G A2y GKIF &G Oly 68 dzaSR (2 RAAGAY3dz al

(P11 necessarily broad. To determine whether information is Pll, the FDIC shall perform an assessment of the
risk that an individual can be identifietsing theinformation with other information that is linked or linkable tc
the individual In performing this assessment, it is important to recognize itifatmation that is not Pi¢an
become PIl whenever additional information becomes availabia any mediunor from any source that
would make it possible to identify an individifal

Incident An incident refers to a occurrence that(1) actually or imminently jeopardizes, without lawful authority, the
integrity, confidentiality, or availability of informaitih or an information system; or (2) constitutes a violation ¢
imminent threat of violation of law, security policies, security proceduogscceptable use policief-or
LJdzN1J2 aSa 2F GKS Ay GSNYIFt NBLRNIAyY IO NBS ik NBMSY i d
or known (confirmed) breaches.]

Breach A breacfirefers to he loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or ¢
similar occurrence where (1) a person other than an authorized arssgsses or potentially accesses persona
identifiable information or (2) an authorized user accesses personally identifiable information for an other
authorized purpose.

Breachthat A0 NBI OK 02y & i A R 8zf @hén itlinvotves IPiB, N&xltsated) modified, deleted, or otherwise

Constitutes  compromised, is likely to result in demonstrable harm to the national security interests, foreign relations, ¢

I &al 2 economy of the United States, or to the public confidencel kiberties, or public health and safety of the

Ly OA RS American people. An unauthorized modification of, unauthorized deletion of, unauthorized exfiltration of,
unauthorized access to 100,000 or more individualst&tstitutes a "major incidert &

1.3.1 DivisionSpecific Breach Response Plans
FDIC Divisions must implement and adhere to these BRP provisions, but may develop

and implement supplemental, Divisiegpecific breach plans and procedures, so long as
they are not less restrictivihan andcomply with this document. Divisions must review

8 Seeglossary ilAppendix A

* SeeOMB Circular No. -230,Managing Information as a Strategic Resou(@MB, July 2016).

® SeeFederal Information Security Modernization AEtSMA) of 2014

® SeeDMB M17-12, Preparing for and Responding to the Breach of Personally Identifiable Inforrpad@(OMB, January
2017).

" Ibid.



https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
https://www.congress.gov/bill/113th-congress/senate-bill/2521/text
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2017/m-17-12_0.pdf

their plans no less than annually, update them if necessary, and ensure the date of the
review is properly documented in their respective plans. As required by ONMB12,

any new or substantially revised Diaisal plans must be reviewed by the Senior Agency
Official for Privacy(SAOP)prior to implementation to ensure consistency with the
NBIj dzA NBYSy (i a ArEideiitReSponSeblan/ AMB guidanicel and applicable
law. Divisions should submit their meor substantially revisg plans to the FDIC Office
of the Chief Information Security Officer (OQIS® SAOP review at least sixty (60) days
prior to the planned date of implementation. New or substantially revised Divisional
Breach Response Plans ratuy SAOP review shalbe submitted via email to OCISO
Privacy Program Staff ativacy@fdic.gov Divisions requiring an expedited review or
exception to thesixty €0) day timeframe should submit a justificatiorequest to
privacy@fdic.gov The Privacy Section Chief(PSG will review and approve/reject
exceptions to thesixty 60) day timeframe.

1.3.2 Elements of Breach Response Plan

The FDIC Breach Response Plan contains the following elements in accordance with
Office of Management and Budget (OM®)17-12, Preparing for and Responding to a

Breach of Personally Identifiable Informatibn

Element
Breach Respons€eam

Identifying Applicable
Privacy Compliance
Documentation
Information Sharing to
Respond to a Breach

Reporting
Requirements

Assessing the Risk of
Harm to Individuals
Potentially Affected by
a Breach
Mitigating the Risk of
Harm to Individuals
Potentially Affected by
a Breach
Notifying Individuals
Potentially Affected by
a Breach

Description

Specific FDIC officials who comprise the breach response team, as wel
their respective roles and responsibilities when responding to a breach
Responsibility to identify any applicaliteivacy Act system of records
notices (SORNS), privacy impact assessments (PIAs), and privacy notic
that may apply to the potentially compromised information

Potential information sharing within the FDIs&tween agencies, or with a
non-Federal entity that may arise following a breach to reconcile or
eliminate duplicate records, to identify potentially affected individuals, o
to obtain contact information to notify potentially affected individuals
Internal requirements forrepégr A y3 I o6 NBIF OK (2 C5
Center(SO¢ and the requirements and specific FDIC officials responsib
for reporting a breach externally tdnited States Computer Emergency
Readiness TeaSCER] law enforcement and oversight entities, and
Congressind OIGwhen appropriate

Factors to consider when assessing the risk of harm to potentially affec
individuals.

Whether the FDIC should provide guidance, identity protection, credit
monitoring, and/or other services to potentially affected individuals, and
what the methods are foacquiring such services

If, when, and how to provide notification to potentially affected individua
and other relevant entities

Section

2.3.2

2.3

10

11

8 SeeOMB M17-12, Preparing for and Responding to the Breach of Personally Identifiable Inforrt@MB, January 2017).


mailto:privacy@fdic.gov
mailto:privacy@fdic.gov
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2017/m-17-12_0.pdf

1.4 Senior Agency Official for Privacy

The head of eaclagencyis required to designate a Senior Agency Official for Privacy
(SAOP)who has agencewide responsibility and accountability for ensuring compliance

with applicable privacy requirements, developing and evaluating privacy pdaicy,
YEYEFIAYy3 LINAGEOe Nrala O2Y DMBENMSAchaeasitte G KS
SAOP with, among other things, primary responsibility for developing and implementing the
F3SyoeQa oNBI OK NI thdJgojicesS and Jprocgtires Xoy @fiouyR A Y 3
investigating, and managing a breach of Rlhen a breactdD2 y a i A (i dzi Sa | aYl 2
or is otherwise designated significant, the SAOP is responsible for chairing the Breach
Response Team and appropriately responding to the breasfithin the BIC, the Chief
Information Officer (CIO) has been designated to serve as the SAOP, also referred to as the

/| KAST t NAGIFO& hFFAOSNI 6/thoo ¢tKS C5L/ Qa /K
the Deputy CPO.

1.5 PrivacySection Chief

The Privacysection ChiefPSG is responsible foadvising the SAOP/CPO and T®&puty
CPGQn the development, daily operation, and management of the FDIC Privacy Profygram.
the event of a breach, theSTshall assist the SAOP/CRAd CISO/Deputy CROfulfilling
their breachrelated responsibilities outlingtin OMB M-17-12. Specificallythe PSCshall
provide guidance to th®ivision/Officein assesigthe potential risk of harnto individuals
and advise the SAO&nd BRT when convength coordinationwith the CISOpn whether
notification should be provided to individuals potentially affected by a breadhen the
breach is designated as routine (neignificant), the BCmanages the breach to closure.
When notification is determinal necessarythe FSCwill select the method of notification
and oversee the notificatiomprocess on behalf of the SAQ@Rd in coordination with the
relevant Division/Qfice. The FSCshall also assist the SAOP/CPO reviewing Divisional
BRPs andverseeing updates that need to be made tastBRP at least annuallyRefer to
Appendix C for a complete listing ofPSCIF YR 20 KSNJ { S&olesiantd { SK2f |
responsibilities.

2 BREACH PREPARATION AND TRAINING

2.1 Trainingand Awareness

The FDIC has developed training foiradividuals withh 0O0Saa (2 GKS C5L/ Qa
information systems on how to identify and respond to a breach, including the internal
process at the FDIC for reporting a breach. Training entbadentify, report, and respond

® SeeOMB M16-24, Role and Designation of Senior Agency Officials for Pri@MB, September 2016).
195ee0OMB Circular No.-A30,Managing Information as a Strategic Resou@MB, July 2016).

10


https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m_16_24_0.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

G2 F oNBIFIOK A& | LINILH 2F GKS C5L/ Qa YIFyRFGz
Privacy Awareness training, and als® required prior to any individual accessing Federal
information or information systems, incluth individuals with temporary access such as
detailees, contractors, grantees, volunteers, and internghe training emphasizes the
AYRAQGARdzZIt Qa 20t A3 GAZ2Y (2 NBLRNL y24 2yf 2
involving information in any edium or form, including paper, electronic, or verbal. In
addition to mandatory annual training, FDIC users who have access to or responsibility for
High Value Assets (HVAsontaining PIl must complete specialized, rblsed training

that addresses thie specific roles and responsibilities for protecting FDIC information and
reporting a breach. Targeted, rabased training is also available for those involved in the
breach response process.Additionally, FDIC promotes awareness throughout the year,
such as by sending periodic email reminders and conducting awareness campaigns.

The SAOP shall ensure that employees and contrastaffing the FDIC S@@d Division of
Information Technology (DIT) are properly trained to identifgagential breach andthat

they understand their responsibilities for escalating a reported breach toP®€ SAOP
and other appropriate officials

2.2 Disciplinary Action

FDIC personnel may be subject to disciplinary action for failure to follow FDIC policies
related toprotection of FDIC InformationSome of the situations for which individuals may
be subject to disciplinary action include:

1 Unauthorized removal, emailing, sending, disclosing of PIl, sensitive, or confidential

FDIC information

Failure to safeguard PHensitive, or confidential FDIC informatjon

Accessing/attempting to access PIl, sensitive or confidential FDIC information
without authorization

1 Using authorized access to PIl, sensitive, confidential FDIC information for
unauthorized purposes

Failureto report violations of data protection ruleand

CIrAfdzNE (2 O22LISN}YGS Ay C5L/ Qa SFTFF2NILa G2

T
T

T
T

Refer tothe LERS Table of Expected Consequences for Violations of FDIC Policies Related to
Protection of FDIC Datfor more information about the expected consequences for
violations of FDIC policieslated tothe protection of FDIGensitive information, including

PIl.

" SeeOMB Memorandum ML7-09, Management of Federal High Value As{@MB, December 2016).
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2.3 Documentation and Information Sharing

When responding to a breach, there is often a need for additional information to reconcile
or eliminate duplicate records, identify potentially affected individuals, or obtain contact
information in order to provide notification. Accordingly, the FDIC mesgd to combine
information maintained in different information systems within the FDIC, share information
between agencies, or share information with a AHeaderal entity.

In accoré@ncewith M-17-12, the SAOP will contemplate the potential informatisimaring
that may be required in response to a breach and address the following, in addition to
considerations in the previous section:

1 Would the information sharing be consistent with existing or require new data use
agreements, information exchange agreents, or memoranda of understanding
(MOUsY*

1 How will Pll be transmitted and protected when in transmission, for how long will it
be retained, and may it be shared with third parties?

To assisthe SAOP with thisesponsibility, theDivisional Information Security Manager or
designated Incident Leadin coordination withthe Privacy Section Chiefand Legal
(FOIA/Privacy Act Groyp)shall identify and document in CORSIGhediminary analysis of
any relevantdata use agreements, MOland information exchange agreemeniscluding

a recommendation to address the aforementioned questiodgpendix E provides a
templatefor guiding and documentinthis analysis.

2.3.1 Privacy Act RoutinéJses Required to Respond to a Breach

OMB M17-12 requires the SAOP to ensure that all agency Privacy Act system of records
notices (SORNS) include routine uses for the disclosure of information necessary to

NBaLR2YyR G2 | 0NBIFOK s &proptiae, Fio assistSanoth&@ Sy O & C
agency in its response to a brea¢hThe following routine useill be incorporatedn
FDIC SORNSs:

To appropriate agencies, entities, and persons when (1) FDIC suspects or has confirmec
there has been a breachf the system of records; (2) FDIC has determined that as a resul

12 Refer toFDIC Circular 3800.1@emoranda of Understanding and Interagency Agreemeforsinformation on MOUs and
Interagency Agreement$XA9 at FDIC.

13 efoia@fdic.gov

“5UsS.C.§ 552a(b)(3). The publication of appropriate routine uses is required underéoy Piit and thus would be

necessary in order to disclose information for the purpose of executing the FDIC's obligations to effectively managerand repo
a breach under FISMA. Disclosures pursuant to a routine use are permissive, not man8aghshacy Act Implementation:
Guidelines and Responsibilities, 40 Fed. Reg. 28,948 (July 9,a\8B)le at
http://www.whitehouse.gov/sites/defult/files/omb/assets/omb/inforeg/implementation_guidelines.pdf
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the suspected or confirmed breach there is a risk of harm to individuals, BiEC(including
its information systems, programs and operations), the Federal Government, or natio
secuity; and (3) the disclosure made to such agencies, entities, and persons is reason

ySOSaalNe (2 laairad Ay O02yySOGAz2y 6AGK C
breach or to prevent, minimize, or remedy such harm.

Additionally, the FDIC may have information in its systems of records (SORSs) that could
assist another agency in its efforts to respond to a breach, such as records that would
assist another agency in locating or contacting individuals potentially affeoyed

breach. To ensure that the FDIC is able to disclose information in its systems of records

that may reasonably be needed by another agency in responding to a breach, the SAOP
WA Y O2NLIR2 NI S GKS F2ftf26Ay 3 N dapprgpSatedzd S A y (

To another Federal agency or Federal entity, when information from this system of recorc
reasonably necessary to assist the recipient agency or entity(1) responding to a suspecte:
or confirmed breach or (2) preventing, minimizing, or remedying the risk of harm |

individuals, the agency (including its information systems, programs and operations),
Federal Government, or national security.

2.3.2 Identifying Applicable Privacy Documentation

Whenresponding to a breach, OMB-W-12 requires the SAOP to identify all applicable
privacy compliance documentatiorthis information will help identify what information
was potentially compromised, the population of individuals potentially affected, the
purpose for which the information had originally been collected, the permitted uses and
disclosures of the information, and other information that may be useful when
developing the agency's response.

For breaches affecting FDIC systems/applications oremsstof records (SORS), the
Divisional Information Security Manager (ISM) or designated Incident &Hdd
collaborate with thelncident Coordinatoand thePrivacySection Chiefo annotate the
incident record in CORSICA to address the following as dplplica

1 Which PIAs, SORNSs, and privacy notices apply to the potentially compromised
information?

T LF tLL YIAYOGFrAYSR & LINIL 2F | S5AQAaArzy
breach response, is the disclosure permissible under the Privacy Act andithow
the agency account for the disclosure?

9 If additional PII is necessary to contact or verify the identity of individuals
potentially affected by the breach, does that information require new or revised
SORNSs or PIAs?
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1 Are the relevant SORNSs, PIAs, angdacy notices accurate and #p-date?
2.4 Contractors

OMB M17-12 requires agencies to ensuwmntract terms necessary for thagencyto

respond to a breach are included in contraethen a contractor collects or maintains

Federal information on behalf dhe agencyor uses or operates an information system on

behalf of theagency To the extent that a cooperative agreement or other such instrument
requires another organization or @ty to perform such functions on behalf of the agency,

such terms should be included: KS C5L/ Q& [/ KAST ! OljdzZAaAdGdAz2y h
with the SAOPwill ensure that contract provisions to assist with the response to a breach

are uniform and onsistently included in FDIC contractin addition, the SAOP and CMI
SyadaNF GKIFG GKS Cc5L/Qa .wt FyR aeaidsSy asSodzNg
the roles and responsibilities of contractors that operate Federal information systers tha
create, collect, use, process, store, maintain, disseminate, disclose, or dispose of PIl on
behalf of the FDIC. Any such roles and responsibilities should be further defined in the
contract so as to ensure contractor compliance with FDIC requirements.

Asnecessarythe FDIC may requirecantractor to notify individuals potentially affected by

a breat1.”™ TheFDIC may also require the contractor to take countermeasures to mitigate
the risk of harm to potentially affected individuadsd/or to protect Pll on behalf of the
FDIC, such as operating call centers and providing resources fentjadly affected
individuals. The FDIC shall ensure that any required countermeasures are consistent with
OMB Memorandum ML6-14*° which, except under limited circustances, requires the use

of General Services Administration's (@mAdentity protection services (IPS) blanket
purchase agreements (BPA$SA has awarded governmewitde Federal Supply Schedule
BPAs for identity monitoring, credit monitoring, and othrelated services. These BPAs, the
requirements for which were developed jointly with officials from the Office of Personnel
Management, the Department of Defense, and other agencies, give Federal agencies access
to a vetted pool of welhualified contr&tors capable of providing the comprehensive
services needed to mitigate the risk of harm to individuals potentially affected by a breach,
as well as other personnel security matters.

2.5 ldentifying Logistical and Technical Support to Respond to a Breach

Logistical and technical suppastoften essential to effectively and efficiently respond to a
breach. For example, logistical support may be required to prepare and deliver notification
and to staff call centers, and technical support is often requigedonfirm which PIl in a

given IT system or on a particular device was exposed, accessed, or removed. When a

!> SeeSection 11 of this Plan for more information on providing notification to potentially affected individuals.
16 SeeOMB M16-14, Category Management Policy -P6 Providing Comprehensive Identity Protection Services, Identity
Monitoring, and Data Breach Respor{@WVB, July 2016).

14


https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf

breach potentially affects a large number of individuals or implicates multiple IT systems,
this can be a resouremtensive and challenging undeaking.

In accordance with OMB M7-12, the CIO is responsible for identifying technical support to
respond to a breach, including technical remediation and forensic analysis capabilities that
exist within the FDIC and which Divisions/Offices are nesipte for maintaining those
capabilities. Likewise, he SAOPand/or designees (CISO an&d are responsible for
identifying sufficientlogistical support to respond to a breachcluding all resource
intensive activities outlined iAppendixK, and considering what capabilities exist within the
FDIC, which Divisions/Offices are responsible for executing those capabilities, and whether
additional internal and/or external support is needed to effectively affccently respond

to the breach. In identifying logistical support, the SAOP and/or desigshesld
coordinate closely withthe Breach Response Team when applicable #red relevant
Division/Office When a breach involves and/or is causedacontracor, the Division (via

the ISM, Incident Lead or other &Wlesignated by thBivision) should coordinate with the
Contracting Officer (CO) and Oversight Manager (OM) as appropriate, in consultation with
the PSC Legal, and the BRT (when convened), to dsensl determine the source, issuance
and costs associated with providing notification and services to individuals potentially
affected by the breach.

As a part of this process, however, the CIO and SAQdesigneesinay identify gaps in the

C 5 L tedrical and/or logistical capabilities and therefore should communicate with the
Chief Acquisition Officer (CAO) and other FDIC officials on the need to enter into contracts
or to explore other options for ensuring that certain functions are immediaseigilable

during a timesensitive responseAdditionally, while the SAOP might not lead the technical
team, the SAOP should understand the ability of the FDIC to gather, analyze, and preserve
the evidence necessary to support an investigation and ideatify assess the risk of harm

to potentially affected individuals.

The CIO, in coordination with the SA@md/or designeesshould also consider whether

other Federal agencies can support the FDIC in the event of a breach. For example, the FDIC
may requestechnical assistance from ERT. In addition, GSA may have BPAs and other
guidance for the FDIC to procure technical services to assist with responding to a Breach.
These issues should be discussed at the initial stages of the breach investigagiosute

the appropriate logistical and technical support is availablestiectively and diciently
respond to a breach.

GsA Highly Adaptive Cybersecurity Services (HACS) Special Item Number (SIN) ined&Bzdriddent Response services
help organizations impacted by a cybersecurity compromise determine the extent of the incident, remove the adversary from
their IT syeems, and restore their networks to a more secure state.
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3 REPORTING A SUSPECTED OR CONFIRMED BREACH

3.1 Internal Reporting Requirements

Pursuant to FDIC internal polit¥,all FDIC personnel, including employees and
contractors™ and other individuals or entitié$ with access to FDIC information and/or
information systems must report a suspected or confirmed breach to the FDIC immediately.
This includes a breach in any m@a or form, including paper, verbal, and electronic.
Individuals must report a suspected or confirmed breach regardless of whether they are in
the office, teleworking, or located at any remote location, including during domestic and
international travel. In order to make it easy for individuals to report a suspected or
confirmed breach quickly, the FDIC has established a memorable phone num®er- (1
FDIE999) for reporting breaches to the FDIC Help D8EKZ

3.2 External Reporting Requirements

3.2.1 Reporting to USCERT

FDIC SOC is required to report breaches to the Department of Homeland Security (DHS)

United States Computer Emergency Readiness TearCBRI) within one hour of
identification” USCERT may help the FDIC assess the circumstandesottisbuted
to the breach and take corrective actions or technical remediation within its scope.

| 26 SOSNE Al A& dzZ GAYF(GSfe (KS C5L/ Qa NBaLkR

logistical and technical remediation and forensic analysis.

2 A0KAY 2yS K2dzNJ 2F  NBteS Nagohal Bybeiséchrity @il / Q&

Communications Integration Center (NCAQUSICERT will provide FD8BDGwith a risk

rating based on the NCCIC Cyber Incident Scoring System (NCISS). In cases-where US

CERT doesot provide a risk rating to FDIEDICOC shall generate a risk rating using

the NCISS scoringtodt. KS O2y G Syda 27F GCGHRT, haNQSSfafing,A O { .

and any additional pertinent information provided to and/or from-G&RT in relatioto
the incident shall be recorded and maintained in CORSIGDBSOC and included in
the Breach Report

18 SeeFDIC Circular 1360 Brotecting Sensitive Informatipand FDIC Circular 1360.1Reporting Computer Security Incidents
BekS GSNY a02y i NHivinia? obEporadtidhFpartddrshifi, pinténtgire, or other third party entity that enters
into a contract with FDIC to provide goods or services. This term is inclusieetaictors, vendors and outsourced service
providers.

2EpIC employees, contractors, vendors, outsourced service providers, and other persons or entities that handtevizeothe
KIS | 00Saa (G2 C5L/ AYTF2NXYIGA2Y 2NIAYF2NXIGA2y aéadsSvya Ay
(Handling includes but is not limited to collecting, receiving, transmitting, processing, using, maintaining, stoispgsind of
FDIC information.)

2L SeeFDIC Circular 1360.Brotecting Sensitive Informatip@MB Memorandum ML5-01, Fiscal Year 20312015 Guidance on
Improving Federal Information Security and Privacy Management Pra@@icesber 2014); andl SCERT Federal Incident
Notification GuidelineSUNITED STATES COMPUTER EMERGENCY READINESS TEAM
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of this PlanFDICSOGwill immediately notify and update its initial report to {CERT.

3.2.2 Reporting to Law Enforcement, the Inspector General, and General
Counsef®

The FDIMhcident Coordinator (or designatéeDICSOC representative) is responsible for
notifying andconsultingwith the Ofice of Inspector General (Ol@)d General Counsel

or designee within the Legal Division on behalf of the FDIC when warranted. When
responding to a breach, thincident Coordinator shall coordinate with the SAOP or
designees (CISO an8@ asneeded to ensure that law enforcement, Office of Inspector
General (OIG), and General Counsel or designee receive timely notification when
notification is appropriate. Thicident Coordinator, in consultation with the SAOP or
designees and General Coeh®r designee as needed, shall also consider and advise
appropriate officials on whether the specific circumstances and type of PIl potentially
compromised by a breach require the involvement of other oversight entities.

When a breach warrants reportirtg law enforcement, the FDIC shall ensure the report
occurs promptly, even if the breach is unconfirmed or the circumstances are still
unclear. Prompt referral to law enforcement can prevent PII from being further
compromised and in some cases can redtlee risk of harm to potentially affected
individuals.

The FDIC should work in cooperation with law enforcement and other oversight entities,
such as by including them on the Breach Response Team and by promptly and openly
sharing information pertaining tthe breach with them, as appropriate. The Attorney
General, the head of an element of the Intelligence Community, or the Secretary of the
Department of Homeland Security (DHS) may direct the FDIC to delay notifying
individuals potentially affected by thdreach if the notice would disrupt a law
enforcement investigation or hamper security remediation actions. In such cases and
when directed by law enforcement, the FDIC shall delay notifying potentially affected
individuals. However, any delay should motacerbate the risk of harm to potentially
affected individuals.

2 Seeglossary imAppendix A
% This equirement is separate from the FDIC user requirement to report a theft of theirfieBiiShed equipment to law

enforcement, though the Incident Coordinator (or designafa CSOQepresentative) may be responsible for following up
and consulting with law enforcement in those situations.
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3.2.3 Reporting to Congress

The FDIC must notf§the appropriate Congressional Committees pursuant to

FISMA’no later than seven (7) calendar days after the date on which there is

reasonabl®® & A4 G2 O2y Of dzZRS GKFG F o NBIFOK GKI
occurred?® In addition, the FDIC must supplement the initial seven day notification

to Congress with a report no later than thirty (30) days affer FDIC discovers the

breach. FOZ OIG must also be notified at the same time as Conghesgcordance

with FISMA and OMB guidance on reporting a breach to Congnes®1Gthis

supplemental report must include:

o0 A summary of information available about the breach, including how the
breach occurred, based on information available to FDIC officials on the date
when the FDIC submits the report;

0 An estimate of the number of individuals affected by the breach, including an
assessment of the risk of harm to affected individuals, basedfomiation
available to FDIC officials on the date which the FDIC submits the report;

0 A description of any circumstances necessitating a delay in providing notice
to affected individuals; and

0 An estimate of whether and when the FDIC will provide noticefeeceed
individuals.

The FDIC will, as appropriate, supplement the initial Congressional notification and
30-day report with pertinent updates through the closure of the breadlne
CIO/CPor designeg, in consultation with theCISO isesponsible fomlerting the
Chairman when Congressioraald OlMotification is required. The Chairméor
designee) is responsible for determining whether a breach constitutesagor

incideng€ under OMB M18-02. The Chairman (or designee) must ensure
appropriateCongressionand OlMotificationis made within seven (7) days from

the point when the FDIC had a reasonable basis to conclude thataah that

02y a i A b dzi igidenthascodtilirr@®TRE cantent of the Congressiomaid
OlGnotification must becoordinated through the following parties prior to release:
FDIC Executive Office/ Office of Communications (OCOM), Legal Division, Office of
Legisative Affairs (OLA), CIOO, OGl&@ithe affected’ Division/Office.

% Detailed guidance on meeting FISMA's CongressamhDIGeporting requirements for a breach is provideddivB M18-

02, Fiscal Year 2037018 Guidance on Federal Information Security and Privacy Management Requir@diBtsOctober

2017).

% The committees are the Committee on @sight and Government Reform, Committee on Homeland Security, and the

Committee on Science, Space, and Technology, of the House of Representatives; the Committee on Homeland Security and
Governmental Affairs and the Committee on Commerce, Science, angipbrgation of the Senate; the appropriate

authorization and appropriations committees of Congress; the Committee on the Judiciary of the Senate; and the Committee

on the Judiciary of the House of Representati@sen n ! ®{ &/ ® 2 opp AL.SEEBE4 O)@ QKK Sa¢ 0T n
%44 U.S.C. § 3554 (b)(7)(C)(11){¢n).

" See glossary iappendix A
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4 INITIAL RESPONSE TO A BREACH

4.1 Initial Intake of Incident Report

The FDICSOCis responsible fordocumenting all incident activityn the FDIC Incident

Tracking SystenlCORSIQA® FDICSOCis also responsible for notifying the appropriate
FDIC officials and other authtieis about a ptential breach and gathering all pertinent
information necessary tassess the nature and scope of the incident.

FDICSOGwill work with the incidentreporter (user)and affectedDivision/Office to gather
as much releant information as possibfé FDICSOCwill record this informationin
CORSICA.

4.1.1 Breach Designatiomand Escalation

Based orthe factsavailable at the timef FDICSOQ & AYAGALFf AyRDICTS 27
SOCin cmsultationwith the Incident Coordinatoand PSCif necessarywill make and
documentthe determination ofwhether the incident is a brachwithin CORSICA.

If FDICSOGmarks the incident as potential breach, an initial informational alert email
will be sent to the FDIC InfoAlert Distribution Lisie affected Dvision POCsnd other
pertinent FDIC staff and leadership notify themthat FDICSOUQs investigatingand/or
remediating the breach. This notifiation will include instructions for accessing the
relevant incident record in CORSI@taining all pertinent information known t6DIC
SOGt the time.

4.1.2 Potential. NBI OK GKI (i al 2PANIALY@ARSgidéa 55aA3
Escalation

In those circumstances whereDICSOChas labeledan incident & apotential breach,
FDICSOCwill detemine (coordinating, as requiredvith the FISC CISO, and SAOP)

whether the breachpotentially O2 y &G A G dzi $& | ¥ orVd @eise A y OA R
significant as defined in the glossaty.

% Seeglossary imAppendix A

2 SeeAppendix DBreachReport Templatefor all information that-DICSOGnust document within CORSICA for every breach.
% 5eeOMB M18-02,Fiscal Year 2032018 Giidance on Federal Information Security and Privacy Management Requirements
(OMB, October 201@nd glossary idppendix A

%1 Seeglossary imAppendix A
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If FDICSOGags abreachas apotential @ Y I 2 2 NJ  AryotDekwis8 sfgniicant=DIC
SOQwill document thiswithin CORSIGAvhich willescalate the breach andotify the

PSC CISO, SAOP, and InfoAlert Distribution List. This wiltlzéeBAOP that th&reach
Response Team (BRT) must be convefeth the event that normal communication
channels are not available to the BRT, the SAOP may use the FDIC Emergency
Notification System tdacilitate converingthe BRT.

4.2 Investigative Responsibilities

TheFDIC SQ@vith support from other technical sources as needed, is responsible for the
investigation and technical remediation of tleeach in accordance with internaDCISO
procedures. As needed, thEDIC SOWiill coordinate with the Information Security
Manager (ISM) and/or designated Incident Response (IR) POCs (Incident Leadghevithin
affected Division/Office to ascertain the nature of the impacted data and ensure
compliance with all FDIC/Divisional pas related to information security and privacy (e.g.,
FDIC Circular 1360.9)If the FDIC SOequires Divisional supporto investigate or
remediate an incidentit will provide sufficient instructions, templates, and guidance to the
Division to ensurdimely, appropriate, and consistent procedures are followed across the
Corporation. The FDIC SO®@ill coordnate dosely with the affectedivisionto promote
appropriate disciplinary d@on and remediation

4.2.1 Breach Report

The FDIC has created a model template Breach Report, providéggandixD, that

includes examples of data elements and information types that can be used to
RAAGAY3IdZAAK 2NJ GNF OS |y Ay RlodbinBdgiti athdr A RSy U
information that is linked or linkable to a specific individual. The FDIC Breach Report for

a particular incident shall contain, at minimum, the fieldsKk 2 6y Ay C5L/ Qa
template.

For any potentiabreaches FDICSOGshall generate a Breach Report from the incident
record in CORSICA. An electronic copy of (or link to) the Breach Report shall be included
in the initial FDICSOCnotification. FDICSOGC with support fromother personnelas
required, are responsible foensuring the accuracy andmpleteness of the CORSICA
incident record updating it in a timely manner to reflect the latest status and findings of
the investigation and remediation effort, and facilitating its distribution to the SAOP (or
designees), theBreach Response Team when convened, and other relevant
stakeholders. The Breach Report will serve as the primary basis for assessing the risk of
harm to individuals and determining whether/what countermeasures, notification,
and/or services are necessary.

32 SeeSection 4 of this Plan for more information on the BRT.
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4.2.2 Breach Investigation Status Update

Subsequent tdssuingthe initial notificationdescribed in Sectiodl of this PlanFDIC

SOCwill keep the CORSICA incident record up to dateat any point during the
investigation, the findings indicate that ttle NS I OK Yl & O2yadAddziS |
FDICSOCshall immediately alert the SAQEISOPSC and other pertinent staff and
management

4.3 Initial Risk of HarmAssessment

In accordance with OMB M7-12, the SAOP is ultimately responsible for conducting and
documenting an assessment of the risk of harm to individuals potentially affected by a
breach. In supportof this responsibility the Division Information Security Marag(ISM) or
designee (Incident Leadwith input from the Incident Coordinatorshall perform and
document within CORSICA a preliminary assessment of the risk of harm to individuals. This
preliminary assessmemill be based on the incident details proew in the FDIC Breach
Report and will be conducted according to the methodology and procedures provided in
Section6 and AppendixE.  This preliminary assessmé&hwill alsobe used to facilitate the

final assessment conductedythe BRT (if convened) or the SAOP or designee (Privacy
Section Chigf

For significant breacheghe full Breach Response Team Wi convened tassist the SAOP
with assessinghe risk of harmas detailed in the next section. For all otlEam-significant
(routine) breachesthe PrivacySection Chigfat his/her discretion, will convene or consult
with any and all consultative officidfsas needed, including LegaDCISOPrivacy and
Security representativeghe Divisionall[SMIncident Lead,Incident Response PQCand
other pertinent staff or management frorthe affected Division/Officeand applicable FDIC
Program Area Specialists (e.g., SEPS, Contracting, etc.).

5 BREACH RESPONSE TEAM (BRT)

5.1 BRT Overview and Purpose

/\

¢KS C5L/ Q& . R BRT) cosistsJ¥ ¥ §r&up of FDIC officials who will be
convened to respond to breaches designatedd & A AY A FA Ol yidé | o6 NBI OK

% SeeAppendix EBreach Risk of Harm Assessment Template and Guidance

3 While every effort should be made by the Division/Office to complete a preliminary risk of harm assessment as expeditiously
as possible for significant breaches, the convening the BRT shall not be delayed in the absence of, or contingent upan, recei
such a preliminary risk of harm assessment from the Division/Office.

% SeeAppendix BBRT Core Members and Consultative Officials
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Constitutes a émajor incident¢*® or

Potentiallyaffectsa large numbeiof individuals ohigh-profile individuals

Is anticipated to create aaverwhelming increase of phone or email traffic; inability
or significantly reduced ability to fulfill core FDIC business functions; significant
damages or costs associated with brieaand/or

1 Has generated or has the potential to generate extensive media attention,
Congressional inquiries, or other negative exposure requiringleigl coordinated
response.

= =4 4

The SAOP is responsible for conveffitge BRT for breach that constitutes émajor
incideng€ and other significant breachess designated by th€SC CISO, or SAORONnce
convened, the BRT will) assist the SAOP witlissessing the risk of harm to potentially
affected individuals(2) recommend to the SAOP whether the breach constitut&snajor
inciden€ requiring a seven (7) day Congressioaatl OlGnotification under theFederal
Information Security Modernization Aof 2014(FISMA)and (3) recommend to the SAOP
the appropriate cowse of action to respath to the significant breachincluding whether
notification, guidance, services or other remediation are requiedaccordance with the
guidance outlined in Sectien611 of this Plan The BRT also helps to implement the
approvedcourse of action, and address the additional concerns and communication issues
that may arise from significant breaches.

The SAOB 2 NJ RSaA3IySS0x Ay O2yadzZ GFradAz2y gAGK GKS
recommendations and findings to the Chairman (or designee). The Chairman (or designee)

is responsible for determining whether a breach constitutasnajor incident under OMB

M-18-02 and for ensuring the appropriate Congressiomad OlGnotification is made

within seven (7) days from the point when the FDIC had a reasonable basis to conclude that

ad NS+ OK K I {0 mapeintideit\hasdadc@ri@d. The Cliairman(or designee) also

provides final approval for the recommended course of action, includimgther to provide
notification, guidance, antbr services to individuals potentially affected by a significant
breach. For nosignificant (routine) breaches, thePSC in consultation with any
consultative officialavhen applicablejs responsible fomakng a recommendation to the

CISO andSAOPregardingwhether to provide notification guidance and/or services to
potentially affected individuals The SAOReviews the B@Q a NB O2 YYaSweR hsii A 2 v
any feedback from the CliS@nd has the opportunity to accept, modify, or reject the
recommendation. The SAQ® ultimately responsible fomaking a final deision about

whetherto providenotification, guidane, and/or services to individualsotentially affected

by a nonsignificant(routine) breach When a contractor provides notification on behalf of

C5L/ % &dzOK | OGA@AGASAa akKlff ©0S Ay I OO0O2NR" y

% SeeOMB M18-02, Fiscal Year 2032018Guidance on Federal Information Security and Privacy Management Requirements
(OMB, October 2037

%" In the event that normal communication channels are not available to the BRT, the SAOP may use the FDIC Emergency
Notification System tdacilitate convering the BRT.
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Response Plan and shall be coordinated with and subject to prior written approval by the
Chairmaror SAOP as applicke.

5.2 BRT Core Membership

The BRT core membership consists of the following representatives who have been
designated by the Chairman

Senior Agency Official for Privacy (SAOP)/ Chief Privacy Officer (CPO)
Chief Information Officer (CIQ)

ChiefOperating Officer (COO);

Chief Information Security Officer (CISO)

Incident Coordinatar

PrivacySection ChiefPSG;

General Counsgl

Office of Communications (OCOM) Directord

Office of Legislative Affairs (OLA) Director

= =4 =4 48 -8 -4 _-9_2_-°

Core members are requirefr every sigificant breach however the responsibilities of a
core member may be delegated in the event of an absence, incapacitation, inability to
perform duties, or position vacancfhe SAOP should consider the circumstances of the
breach every timeéhe BRT is convened to ensure other consultative officials are included as
appropriate.

5.3 BRT Leadership and Worki@youps

The BRT is led by the SAOP dmsignated Brach Commander(s) (CISOhcident
Coordinator, and/or BG. When the SAOP designates a Breach Commadiaiesignificant
breachegelated tocybersecurity, the CISO brcident Coordinator assursehe leadership

role as the BreaclCommander, serving as the central authority for the breach response
effort and directy overseeing and coordinating the breach investigation and technical
remediation efforts. For significant breaches involving noybersecurity matters (e.qg.,
lost/stolen paper records, verbal dissure, etc.), the CISO dncident Coordinator will
serveas the Breach Commanders by default, unlessSB®OP ofISO elects to designate
the PSCor anothersubject matter expert$MB with technical expertise in these matters to
serve as the central Breaclkommander in place of thdncident Coordinator or
himsdf/herself. The F5Cserves as the Deputy Breach Commander for significant breaches,
providing adviceand guidance to the BRT in relation to the risk assessment and consumer
notification effort. To assist the Breach Commander(s), the BRY beorganized into
crossfunctional working groups ttamg comprised of a team lead and SMEs who are
authorized to take the necessary steps to contain, mitigate and rectify the byaackell as
developand provide notification, services and guidance to pdially affected individuals
upon approval by the BRT (but outside of a meeting of the full. BRI makeup of the BRT
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will vary based on the circumstances of significantbreach, since the participants should
ensure proper coverage and expertise béiem the specific circumstances of thignificant
breach. The following figure reflecdstypical composition of a BRT for significant breaches
involving cybersecurity

" Information
Security and
Investigation
Team -
(Leads: CISO; Inudent Business Uni
Coordinator) takeholders and
System/Data
Owners

(Leads:DivISM/Incident
Lead; IR POCs)

Documentation
and
Administrative
Support Team

(Leads: CIOO/OCISO
Program and Special
Assistants)

Services and
Vendor
Management
Team

(Leads:DivISM/Incident
Lead; PSC)

Communications CISO or Incident
and Governance coetdlision
Team

(Leads: OCOM,; Legal)

Breach
Commander(s) Consumer
(SAOP or designees: 7

Law Enforcement Risk

n Management
and Intelligence e
(Leads: CISO; Incident

Coordinator) (Lealt_Js: %i\'ljlgg;idem
ea

5.4 Consultative Officials

In addition to the core members of the BRT, the SA@Y ask representatives of other
SABAAAZ2YAKhTFAOSAE FTNRBY UGKNRdAAK2dzG (GKS / 2NLJE
responding to a particular breach. These consultative officials may include, for example
members of thelnsider Threat and Countetelligence Programbivision of Infomation

Technology (DIT), Office of the Chief Information Security Officer (QQDB@sion of

Finance (DOF), Division of Administration (D@&quisitions Services Branch (ASi)rary
ServicesHuman Resource@HR)/Labor and Employee Relations (LERSIC Call Center,

Division of Consumer Protection (DCP) Consumer Response Qefftee, of Inspector

General (OIG) Representativéfsthe Incident Coordinatorthe affected Division/Office

BhLDQE LI NGAOALI GA2Y Ay GKS . we¢ Aa partidild girgumbtantey dithd-bieaci. K S R A & ONJ
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Director (or designee}he Information Security Manager (ISM)/Incident Lead and Incident
Response POC(ss well 8 management and staff from thaffected Division/Office The

BRT may also work closely with other Federal agencies, offices, and teams as necessary and
appropriate. The consultative officials engaged by the BRT will vary, depending on the
nature of the breach. The following figure reflects examples of coltative bodies or
officials that the BRThay call upon for expertise or assistance during the breach response
process.Alisting of current consultative officials is includedAippendixB, along with their
associatedoles ar responsibilities ii\ppendixC

P

Physical/
Personnel
SET11

P —

Incident -

Response
(oqs) :

FDIC Call}

(enter

DCP 3
Consumer

Response
Center 4

Insider

\Threat

P

Incident

’ :
Affected "-‘

Qrdinator )
inision )

6 METHODOLOGY FOR ASSESSING RISK OF HARM

The FDIC applies the following thrseep methodology when assessing the risk of harm to
individuals potentially affected by a breaaking its Risk of Harm Assessm@RiiAtemplate:

1. Evaluate key factorsithe factors identified by OMBire assessed in relation to the
specific breach (Sectior).

2. Assign risk factor ratingg each of the factors is ratedith a score from zero to three
based on its potential level of risk of high, moderate, lownone (Sectio).

3. Determine breach classificatioq the breach is categed into a risk code category
(Code Red, Code Blue, Code Green, or Code Oraaged bn the total factor rating points
(Sectiom).
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1. Evaluate Key ‘

Factors.

pra i 2

The above methodology waseveloped in accordance with OMB-M-12 and provides a
flexible and adaptable framework for determining the appropriate breach response
activities based upon the specific facts and circumstances of each breach and an analysis of
the potential risk of harm to the affected individual$he response recommendatis are a

result of the risk analysis process and will vary based on the circumstances of each breach.
The methodology ensures the FDIC is able to respond in a timely and consistent manner by
assessing each breach based on standardized factors and retitey&.

Some of the potential harms that FDIC shall consider when assessing the risk of harm to
individuals potentially affected by a breach include the effect of a breach of confidentiality
or fiduciary responsibility, the potential for blackmail, ttisclosure of private facts, mental

pain and emotional distress, financial harm, the disclosure of contact information for
victims of abuse, the potential for secondary uses of the information which could result in
fear or uncertainty, or the unwarranteéxposure leading to humiliation or loss of self
esteem.

Additionally, the Privacy Act requires agencies to protect against any anticipated threats or
hazards to the security or integrity of records which could result in "substantial harm,
embarrassment, riconvenience, or unfairness to any individual on whom information is
YFEAYUlAySR®E ¢KS C5L/ gAff O2yAARSNI Fff N
FDIC, FDIC information and information systems, FDIC programs and operations, the Federal
Gowernment, or national security as applicable.

The FDIC Breach Report will provide (among other things) an inventory of all compromised
data elements, the source of the data, the status of whether it was encrypted, and any
other special factors that need tbe considered, such as if the data is being used in a
criminal or grand jury investigationThe SAOP and BRT when convened will evaluate the
Breach Reportusingthe threestep methodology outlined aboydo assess the risk of
harm. Refer ta\ppendixD for the current Breach Report template.

7 EVALUATE KEY FACTORS

In order to respond appropriately to breaches involving PIl, OMB recommends the following
factors be considered when assessing the likely risk of harmetermiine when notification
should be provided:

26



1. Nature and Sensitivity of the Ppotentially compromised by the breacmcluding the
potential harms that an individual could experience from the compromise of that type of

PII.

2. Likelihood of Acces and Use of Plincluding whether the PII was properly encrypted or
rendered partially or completely inaccessible by other means.
3. Type of Breachincluding the circumstances of the breach, as well as the actors involved

and their intent.

The ability to accurately assess the potential risk and appropriately respond will require the
examination of a breach based on specific considerations for each of the key factors.

Key Factor

Nature and Sensitivity of | q
PII

= =

Likelihood of Access and| |
Use of PII

Type of Breach i

Considerations

Data Elementsncluding an analysis of the sensitivity of each individual data element
well as the sensitivity of all the data elements together

Context,including the purpose for which the PIl was collected, maintained, and used
Private Informationincluding the &tent to which the PII, in a given context, may revea
particularly private information about an individual

Vulnerable Population#cluding the extent to which the Pll identifies or
disproportionately impacts a particularly vulnerable population

Permanace,including the continued relevance and utility of the PIl over time and
whether it is easily replaced or substituted

Security Safeguardmcluding whether the PIl was properly encrypted or rendered
partially orcompletely inaccessible by other means

Format and Mediaincluding whether the format of the PIl may make it difficult and
resourceintensive to use

Duration of Exposuréncluding how long the PIl was exposed

Evidence of Misuséncluding any evidence afirming that the Plls being misused or tha
it was never accessed

Intent, including whether the Pl was compromised intentionally, unintentionally, or
whether the intent is unknown

Recipientjncluding whether the PII was disclosedat&nown or unknown recipient, and
the trustworthiness of a known recipient

The FDIC will review each of these factors to complete a risk assessment to determine the
potential likelihood of harm to the individualddentifying the data elements arakssessing the
impact of the loss or disclosure are key factors that must be considered in determining if, when,
and how notification will be provided to potentially affected individuals.

7.1Nature and Sensitivity of PII

Risk of Harm takes into accounte primaryfactors illustrated in the figure belowyhen
assessing the nature and sensitivity of Pl pttdly compromised by a breach. Each of
these factorgsdetailed in the subsections below.

27



Permanence | Context

-/ Nature and
Sensitivity of PlII

b,
\

Private
Information

Vulnerable - —
Populations

/ /
7 v/

Certain data elements are particularly sensitive and may alone present an increased risk of
harm to an individual These data elements include, but are dimited to, social security
numbers ESN passport numbers, driver's license numbers, state identification numbers,
bank account numbers, passwords, and biometric identifi@ther data elements, such as
date of birth, place of birth, address, agénder may not be particularly sensitive alone, but
may present an increased risk when combined with other data elementhie risk
assessment should also take into account information that may have been previously
compromised, as well as any other avaidainformation, that when combined with the
information may result in an increased risk of harm to the individuals.

Information related to businesses, such as EIN, name, and address, is considered public
information. This type of information does not meehe definition of PII since it is not
linked or linkable to an individual. However, personal information disclosed on the officers
of a corporation, partners in a partnership, etc., is considered PIl since it meets the
definition.

Consider the purpose for which the PIl was collected, maintained, and ufkd same
information in different contexts can reveal additional information about the affected
individuals that may result in increased risk of harm.
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Evaluate the extent to which the PIlI constitutes inforiat that an individual would
generally keep privatelnformation generally kept private may not present a risk of identity
theft or other criminal conduct, but may pose other risk of harm such as embarrassment,
blackmail, or emotional distressExamplesof private information FDIC may potentially
disclose include derogatory personnel or criminal information, personal debt and finance
information, or immigration statusPasswords are another example of private information
that if involved in a breach mayresent a risk of harm.

Consider whether the potentially affected individuals are from a particularly vulnerabl
population that may be at greater risk of harm than the general populati®otentially
vulnerable populations include, but are not limited to: children, active duty military,
government officials in sensitive positions, senior citizens, individuals digabilities,
confidential informants, witnesses, certain populations of immigrants, -Boglish
speakers, and victims of certain crimes such as identity theft, child abuse, trafficking,
domestic violence, or stalking.

Consider the permanence of the PII; this includes an assessment of the relevancy and utility
of the information over time and whether the information will peanently identify an
individual Some information loses its relevancy or utility as it ages, while other information

is likely to apply to an individual throughout his or her.lifeor example, a social security
number can permanently identify an indivdl.

Special consideration, based on the current and potential future uses, is warranted when a
breach involves biometric information, such as fingerprints, hand geometry, retina or iris
scans, and DNA or other genetic information.

7.2 Likelihood of Accesand Use of PlI

Another consideration when determining the potential impact of a breach is the likelihood

of access and use of the PII involved. OMB guidance clarifies that just because data has
been lost or stolen does not mean it has been or can be ssetk by unauthorized
individuals® This determination must be made by assessing the physical, technological, and

% SeeOMB M17-12, Preparing for and Responding to the Breach of Personally Identifiable Inforrt@MB, January 2017).
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procedural safeguards in place. Specifically, an assessment of the likelihood of access and
use of the Plimusttake into account four primary factors)cluding: (a) securitya$eguards

(b) format and nedia (c) duration of &posure and (d) evidence of isuse Each of these
factorsis detailedin the subsections below

P

Security

\Safeguards

—

Likelihood
of Access
and Use 4

P‘

Evidence of

P

Format and

\Misuse \Media

P‘

Duration of

\Exposure

A. Security Safeguards, including wheththe PIl was properly encrypted or rendered
partially or completely inaccessible by other means

Since security safeguards may significantly reduce the risk of harm to potentially affected
individuals, even when the PIl is particularly sensitm@sider the security safeguards
protecting the information Whether information has been or is likely to be compromised is
best answered after determining what technology was in place to protect the Rdr
example, information on a properly encryptéaptop is less likely to be accessed than hard
copy documents containing the same information.

Even if the information is encrypted, based on the specifics of the breach and the type,
value, or sensitivity of the informatignt should be considere@hether an individual may
have the skills and resources necessary to overcome the safeguBefer toAppendixK

for additional information on the considerations favaluating the implementation and
effectiveness of security sajaards protecting the information, with focus on encryption
protocols.

B.Format and Media, including whether the format of the PIl may make it difficult and
resourceintensive to use

Consider whether the format or media of the PIl may make itsdifieult and resource
intensive or if it may be more susceptible to a crime of opportunifyor example, a
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spreadsheet on an unencrypted external storage device (flash driv&k@ND, DVD) does

not require any special skill or knowledge to access anahdinidual could quickly search
and identify fields such as a nuaggit SSN Conversely, special expertise and equipment
would be required to access and use information if it was located within a large volume of
unstructured PII, such as information léed on a magnetic baelp tape cartridge.

The type, value, or sensitivity of the PIl may increase the likelihood of access and use
regardless of its format or media because the value of the information may outweigh the
difficulty and resources needed t@eess the information.

Consider the amount of time that the PIl was exposed since PII that was exposed for an
extended period of time is more likely to have been accessed or used by umaetho
users For example, a briefcase containing PII left in a hotel lobby for an hour before being
recovered is less likely to have been accessed by an unauthorized user than if it had been
left for three days prior to being recovere@imilarly, Pll imdvertently published to a public
Internet page for an hour before being removed is less likely to have been accessed by an
unauthorized user than if it had been available on the public Internet page for a week.

Determine if there is evidence of misuse indicating that identity theft has already occurred
as a result of the breach or that the PIl is appearing in unauthorized external cankeost
example, law enforcement may confirm that PIl is appearing on a website dedicated to the
sale of stolen PII reflecting strong evidence of misu@onversely, FDIC may determine
with reasonable certainty that the PII will not be misusdtbr examfe, a forensic analysis

of a recovered device may reveal that the PIl was not accessed.

7.3Type of Breach

When ddermining the type of breachOMB indiates the assessment shoutdke into
account whether the information was intentionally compromisédi A y &l yfoliwham
the information was disclosed & NI OA LJA Sy doétrackor, iadiioual withdbusiness
need for the information, etc.The risk of identity theft or other risk of harm is greater if the
compromised data was specifically targetedmpared to the risk of data that was
inadvertently misplaced or stolenEven if the information was not the target of theft, it
could still potentially be exploited.
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Type of

Breach

(ecipient

A. Intent, including whether the PIl was compromised intentionally, unintentionalby
whether the intent is unknown

Consider whether the breach was intentional or unintentiondh some situations the
intent is unknown For example, if an employee realizes a mobile device is missing, it could
have been misplaced somewhere or somearould have intentionally stolen it. A package
containing PII that never arrives at the intended destination could have been lost or may
have been intentionally intercepted.

Some examples of an intentional breach include the theft of assets contaitirigpi a
BSKAOES 2NJ 2FFAO0SE (GKS dzyl dzi K2NAT SR Ay NHza A
an employee looking up a celebrity's file in a database without a business tegdreach

was intentional, consider whether the target of the breasfas the device itself, like a

mobile phone or laptop, and the compromise of the information on the device was
incidental. While the risk of harm to individuals may often be lower when the information

was not the target, the potential for a significantkiisf harm may still exist.

Unintentional breaches are often the result of user error or failure to comply with FDIC
policies and proceduresExamples of unintentional breaches include accidentally emailing
Pll to the wrong email address, storing PIl ishared folder that is not properly access
controlled, mailing documents for two different individuals in the same envelope, or
sending PIl to an incorrect fax numbefhe risk of harm to individuals may be lower in
these types of situations than if some® intentionally targeted the information, but the
breach response must consider the specific facts of the breach to determine the potential
risk of harm.

B. Recipient, including whether the PIl was disclosed to a known or unknown
recipient, and thetrustworthiness of a known recipient.

In some cases, the FDIC may know who received the compromised PIl and this information

may help when assessing the likely risk of harm to individuats example, a breach may
be reported by a recipient who receivegormation he or she should not hav&his may be
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an indication of a lower risk of harm to individualExamples of recipients who could pose a
lower risk include employees who received information without a need to know, or
individuals known to the=DIC who acknowledged receipt of the PII, did not forward or
otherwise use the PIl and properly disposed of the PYlen though these types of breaches
must be reported and the FDIC will conduct a risk assessment, the risk of harm may be low
and the FDI@nay not need to notify or provide services to the individual whose PIl was
compromised.

The risk of harm to the individual is considerably higher if analysis reveals that the PIl is
under control of a group or person who is either untrustworthy or knotenexploit
compromised information In other breaches FDIC may not have any information indicating
that compromised or lost Pll was ever received or acquired by anyotteeadentity may

be unknown.

8 RISK FACTOR RATINGS

In accordance with the OMB guidee, FDIC will balance the need for transparency with
concerns about ovenotifying individuals since notification may not always be beneficial to the
potentially affected individuals.When these factors are appropriately reviewed within a fact
specific ontext, notification will only be given in those instances where there is a reasonable
risk of harm and will not lead tdhe overuse of the notificationThe risk levels for each of the
factors are described in the following chart.

Factors
Nature & Sensitivityof PIl  Likelihood of Access & Ugé PlI Type of Breach
(Data Elements, Context, Private (Security Safeguards, Format and Medi (Intent and Recipient)
information, Permanence, and Duration of Exposure, and Evidence o
Vulnerable Population) Misuse)

SSNs 1 Pllin paper form ® Information was specifically
Financial Information (with  Pllin electronic form was not targeted
passwords) encrypted @ Unknown recipient
Passports 1 Evidence information has already =~ @ Recipient has malicious intent
Vulnerable population been misused
affected 9 Significant duration of exposure
Highly sensitive context
Financial information (without § Information was encrypted but not ® Information was not specifically
passwords) using a NIST approved encryption targeted
Combination ofrivate data method ® Incorrect recipient contacted
elements but no SSN 9 Limited duration of exposure FDIC to advise of error

w Correct recipient, bupotentially

viewed by unauthorized parties

Public Information 1 The PIl was properly encrypted usin §  Recipient had a business need f
Loan Account Number a NIST approved method the information but breach was
Employee Business 1 Breach occurred in a secure FDIC the result of failure to follow FDI(
Information facility procedures (e.g., proper
Pl element can be easily Affected individual is deceased encryption, etc.)
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changed 1 Pl was viewed but time of exposure § Data was disclosed to an FDIC
was limited (documents immediately employee, contractor, or other
returned, etc.) trusted party

1 Breach did not involve Pll (e.« 1 Breach did not involve PII (e.g. 1 Breach did not involve PII (e.g.

business infomation, account business info, account information business infamation, account

information disclosed to disclosed to former spouse, etc.) information disclosed to former

former spouse or tsomeone { FDIC procedures were followed and spouse, etc.)

with Power of Attorney(POA the breach did not meet FDIC 1 FDIC procedures were followed

for a period that was not reporting requiremeis* and the breach did not meet FDI

authorized, etc.) 1 Duplicate or norFDIC Breactt reporting requirements*

None = 0 1  FDIC procedures were 1 The asset has been recovered with §  Duplicate or norFDIC Breach
followed and the breach did no PIl eposure (opened returned  The asset has been recovered
not meet FDIC reporting mail, emails and fax transmissions with no PIl eposure (opened
requirements* are not considered recovered if they returned mail, enails and fa

1 Duplicate or nor=DIC Breach have already been viewed) transmissions are not considere(
1 The asset has been recovere recovered if they have already
with no PII eposure (opened been viewed)
returned mail, enails and fax
transmisions are not
considered recovered if they
have already been viewed)

* FDIC employee follows all procedures to verify the identity of a caller before disclosing any information; mail gent to las
known address in accordance with FDIC seshifping procedures; employee follows all established procedures for faxing
sensitive information, only to later find that the fax number provided by the consumer or auth@resentative was
incorrect.

** EDICSOQ@vill provide this information withithe initial breach notification.

9 BREACH CLASSIFICATION

The output of the risk assessment is the classification of the PIl breach in a risk code category
(Code Red, Code Blue, Code Green, or Code Orange) based amibi@edtotal number of

points assigne to each of the above factorsThe risk assessment classification (coa#)only

dictate whether or not FDIC will notify the tamtially affected individuals. These
recommendations are based on the unique circumstanddgb@PIl breach. Each risk code, the
total number of points, likelihood of risk, notification decision, and examples are detailed in the
table below.

Risk Factor Outputs

Breach Risk .
Total Points Examples o€ommon Elements
Likelihood of Risk

Notification

= —a —a R

Code Red 8-9 Points T Information was targeted
Likely Risk f Information was not properly encrypted
Implement P1I Breach 9  SSN or sensitive PIl was disclosed to an individual with a higher associated
Notification Policy (excludes FDIEmployee, contractor, approved or trusted recipients, etc.)
Code Blue 8-9 Points il Same as code red but notification would negatively affect:

= —a

Likely Risk
Y No Notification

National security

FDIC financial institution (FI) investigation
Grand jury investigation

Criminal investigation

> > >
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Code Green 1 1.7 Points 9 Information was properly encrypted
I Unlikely Risk 1 Information was unencrypted but the recipient had a business need for the
9 No Notification information
I Data elements compromised nbkely to lead to identity theft or other risk of
harm
I The asset was lost in a secure FDIC facility
9 Data was disclosed to an FDIC employee, contractor, or trusted party
Code Orange 1 0 Points 9  Asset does not contain PlII, so there is no risk of identity theft or other harm
1  Unlikely Risk (e.g., business information, account information only disclosed to former
1 No Notification spouseegtc.)

I Data has been recovered and there was no access or distribution of the
information (opered returned mail, emails and fax transmissions are not
considered recovered if they have been viewed)

1 FDIC established procedures were followed and the breach does not meet
reporting requirements (e.g. FDIC employee follows all procedures to verify
identity of a caller before disclosing any information; mail sent to last known
address in accordance with FDIC procedures; employee follows all establist
procedures for faxing sensitive information, only to later find that the fax
number provided by theansumer was incorrect.

10MITIGATING THE RISK OF HARM

After assessing the risk of harm to individuals potentially affected by a breach, the FDIC will
determine how best to mitigate the identified risk8ecause each breach is fagecific, the
decision of whether or not to offer guidance or provide services to individuals will depend on
the circumstances of the breachin making this decisiqrthe FDIC will consider the assessed
risk of harm $ections % 9). Decisions regardinghether to offer guidance or provide services

to potentially affectedindividuals will be made in accordance with the procedures provided in
this BRP. For any notifications relatedsignificantbreachesor those thatotherwiseare likely

to generate ledership or external interest, the SAOP will inform and obtain final approval from
the FDIC Chairman prior to issuing notificatidfor any notifications related to nesignificant
(routine) breaches, the $Cwill make a recommendation (based on the RHAjhte SAORNd

give the SAOP the opportunity to accept, modify, or reject the recommendation to issuing
notification.

The goal of the risk analysis performed is to determine an appropriate course of action that
includes strategies to mitigate thésk of harm to individuals whose data was compromised

The following factors must be considered when determining the need to mitigate any damages:

Whether any damage occurred;

The nature of the damage that occurred;
The amount of damage,;

The type of dta that was used or disclosed;
The reasons for the disclosure; and
Whether the harm can be mitigated.

= =4 4 -4 A8 -
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The risk analysis is likely to lead to segmenting the breach population. For example, within the
same breach, bank customers may be classified different segments and receive different
treatment streams depending on the specific PIl pertaining to them and other contextual
circumstances.

Actions the FDIC can take to mitigate the risk of harm include:

1 Countermeasuressuch as expiring compromisgzhsswords or placing an alert in a
database containing potentially compromised PII;

1 Guidance such as how individuals may obtain a free credit report and whether they
should consider closing certain accounts; and

1 Servicessuch as identity and/or credit monitoring.

10.1 Countermeasures

When determining how to mitigate the risk of harm to individuals potentially affected by a
breach, the FDIC will consider what countermeasures it can take. Countermeasures may
not always prevet harm to potentially affected individuals but may limit or reduce the risk

of harm. For example, if credit card information is potentially compromised, the FDIC may
proactively notify appropriate banks so they can monitor the associated accounts sueaeis

the lines of credit using new accounts. If the information is only useful in a specific context,
there may be contexspecific countermeasures that can be taken to limit the risk of harm.
For example, if information related to disability beneficiaris potentially compromised,

the FDIC may consider monitoring beneficiary databases for unusual activity that may signal
fraudulent activity, such as a sudden request for a change of address. Similarly, if
AYRAQDGARdzZI £ AaQ LJ aag¢ 2 NRd in la NBachLiBelFBNW (sHolld regéire 02 Y L.
those users to change their passwords.

10.2 Guidance

When determining how to mitigate the risk of harm to individuals potentially affected by a
breach, the FDIC will consider what guidance to provide to those indigidbalut how they

may mitigate their own risk of harm.These countermeasures may not always prevent
harm, but they may limit or reduce the risk of harm to potentially affected individuals. For
example, some of the countermeasures FDIC may advise indvittutakeinclude setting

up fraud alerts or credit freezes, changing or closing accounts, and taking advantage of
services made available by tiederal Trade CommissioRT(. Where practical, the FDIC

will use the information available from the FTCvatw.ldentityTheft.gov/databreaclas a
baseline when drafting guidance. The FTC provides specific guidance for when a breach
Ay @2t @9Sa {{bax LIe&YSyd OFINR AYF2NNXI(A2Y >
information, and account credentials Additionally, the FDIC may advise wduals to
change passwords and encourage the use of rfiadtior authentication for account access.

A summary of possiblguidance options are included Appendixl.
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10.3 Services

The FDIC will determine if there are specificvB®s the FDIC can provide to help mitigate
the risk of harm. For breaches involving the loss, thedtr disclosure of SSNs or sensitive
financial information, the FDIC may issue a letter or notice providing and/or offering various
identity theft protecion/credit monitoring services. The level of protection offered should
be commensurate with the type of breached data, the level of risk related to the breach,
and the direct risk to the consumer.

Services are not always available to mitigate the po&iarms resulting from the evolving
threat and risk landscape. If no service is currently available to mitigate a specific risk of
harm, the FDIC may choose not to provide services to the potentially affected individuals.
Choosing not to provide sepgs is a decision separate from the decision to provide
notification and there may be circumstances where potentially affected individuals are
notified but not provided services. OMB-M-12 does not set a specific threshold for
providing services to indiduals.

The FDIC has an established process to provide an identity theft protection/credit
monitoring product to potentially affected individuals if there is a risk of identity theft. The
identity theft protection/credit monitoring produéfis paid forby the FDIC. It is free to the
individual, but the individual must enroll at his or her option in order to take advantage of
the free offering. The notification to the individual includes the offer of the free identity
theft protection/credit monitoringproduct and instructions on how to place a fraud alert on
his or her credit file. The FDIC will continue to monitor available services and will update its
procedures if additional services become available in the futufeor a summary of
currently availale services refer té\ppendixl.

11 BREACH NOTIFICATION POLICY

Because each breach is fagecific, the decision of whether or not to notify individuals will
depend on the circumstances of the breach. The assessedfiiiglra to individuals (Sections

7 ¢ 9) will inform the FDIC's decision of whether or not to notify individuals. In all cases, the
FDIC will carefully evaluate and balance the need for transparency with concerns about over
notifying individuals, since notifation may not always be helpful to the potentially affected
individuals.

It is the policy of the FDIC to notify potentially affected individuals of a breach of PII in
circumstances in which the safeguarding of the PIl is the responsibility of the RBIGsk
analysis $ection J resulted in a determination that the potential for harm to the individual is

“%|n accordance with OMB Memorandum-M-14, the FDIC utilizes where feasible the GSA Identity Protection Services BPAs.
For details on the Identity Protection Services BPAs, including task order instructions, offered serviceizeautisers, order
dollar value limitations, the inclusion of agency specific terms, and ordering periods, visit www.gsa.gov/ipsbpa.
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likely; notification will not negatively affect national security or an FDIC, criminal or other
investigation; and the individuals can be properlynitiged.

The decision to offer guidance, take countermeasures, or provide services to individuals
potentially affected by a breach may require the FDIC to notify those individuals both of the
breach and of those steps taken to mitigate amgntified risks. The notification may advise the
individuals on how to secure any services offered or it may just contain guidance but no
services.

11.1 Timeliness of the Notification

The FDIC will provide notification to affected individuass expedibusly as practicable,
without unreasonable delayand consistent with the needs of law enforcement and
national security as applicableAdditionally,it may be necessary and appropriate to delay
notification as explained below.The SAOP or designeeSE in consultation with the
Division/Office, will make a final determination regarding the appropriate timeframe for
issuing notification and whether it is necessary to delay the notification timefraifiee
Division/Office will record the approved timefre and any subsequent extension
justifications in CORSICA.

Notification slould not be issued prematurely, based on incomplete facts (to include not
knowing the full scope of the breach), or in a manner that compounds harm to the affected
individuals/ertities. In addition, the timing of the notification must be consistent with the
needs of law enforcement, national security (if applicable), and any measures necessary for
the Corporation to contain the incident, reconstruct the breached data, and obtalial
contact informationfor the potentially affectedndividuals.

For breaches involving data that could compromise ongbldtC or Ol@vestigationge.g.,
FDIC/OIG investigations of Persons of Interest (POI), professional liability claims, etc.)
notification may be delayed if disclosure of the investigation pertaining to the breach or to
an individual affected by the breach wouldisrupt or impede the investigation
Additionally, notification to individuals potentially affected by a breach meaydelayed at

the direction of the Attorney General, the head of an element of the Intelligence
Community, or the Secretary of DHS if notification would disrupt a law enforcement
investigation, endanger national security, or hamper security remediatiooract Further,
before issuing any external notification, the reasonable integrity of the compromised
systemor data must be restore@s necessary However, any delay should not exacerbate
risk or harm to any affected individual(s).

As a practicaiatter, the FDIC will balance the timeliness of the notification with the need
to gather and confirm information about a breach and assess the risk of harm to potentially
affected individuals. If a technical issue contributed to the breach, the FDIGIsall
consider whether the issue has been corrected or resolved prior to providing notification.
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11.2 Contents of the Notification

TheCIOQin coordination with theaffectedDivision,PSC Legal, and OCOM (and OLA when
the breach is reported to Congress),llwissue abreach notification letter to those
individuals approved for notification. The notification letter must be concise, use plain
language, and include:

1 A brief description of what happened, including the date(s) of the breach and of its
discovery

1 To the extent possible, a description of the types of PIl compromised by the breach
(e.g, full name, SSN, date of birth, home address, account number, etc.);

1 A statement of whether the information was encrypted or protected by other
means, when it is determined that disclosing such information would be beneficial
to potentially affected individuals and would not compromise the security of the
information system

1 Guidanceo potentially affected individuals on how they can mitigate their own risk
of harm, countermeasures the FDIC is taking, and services the FDIC is providing to
potentially affected individuals, if any;

1 Steps the FDIC is taking, if any, to stigate the breach, to mitigate losses, and to
protect against a future breach; and

1 Whom potentially affected individuals should contact at the FDIC for more
information, including a telephone number (preferably #iv#e), email address, and
postal addrss.

Given the amount of information required in a notification, additional details may be
provided in a Frequently Asked Questions (FAQ) format, on the FDIC website or via an
enclosure. For a breach that potentially affects a large number of individoalss
otherwise appropriate, tolfree call centers staffed by trained personnel should be
established to handle inquiries from the potentially affected individuals. If the potentially
affected individuals are not English speaking, or require transiasiervices, notification
should also be provided in the appropriate languages to the extent feasible.

In some instances, it may be necessary to draft different notifications for different
populations affected by the same breachihe notification languagéand talking points, as
needed) shall be preparey OCISGand the affected Division/Officein coordination with

Legal and OCOM. Depending on the circumstances, a third party (such as a financial
institution or a vendor) may offer to draft the notificatn. In such instances, tH@OOwill
coordinate this effort withthe affected Division, Legal, OCOMand OCISOand the
notification may be drafted jointly with the third party.
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11.3 Source of the Notification

The Chairmamor designeé" will serve aghe source(i.e., the individual who signs the letter
on behalf of the FDI® the notificationto potentially affected individuals

When a breach involves FDIC information or information systems operated by a contractor

or another entity on behalf othe FDIC, the FDIC will coordinate with the contractor to

ensure notification is provided and that the source of the notification is appropriate and
understandable from theecipienQa  LJS N.EIhJEae$ M@ a contractor provides
notification on befalf of the FDIC, such activities shall be in accordance with OMB guidance
YR G4KS C5L/Qa .wt FyR akKlrtf 068 O22NRAYyLl (SR
the Chairman as applicable.

The SAOP or designeeS( oversees the notification process coordination withthe
affected Division. The CIOQ in ®ordination with the affectedDivision,is ultimately
responsible for implementing the tification procesgo individuals potentially affected by

the breach. When a breach involves and/or is caused by a contractoCith&(via the

ISM, Incident Lead or othelVEE designated by the affecteDivision) should coordinate
with the Contracting Officer (CO) and @sight Manager (OM) as appropriate, in
consultation with the BC Legal, and the BRT (when convened), to discuss and determine
the source, issuance and costs associated with providing notification and services to
individuals potentially affected by the bmeh.

11.4 Method of Notification

The means for providing notification should be commensurate with the number of
individuals/entities affected, what contact information is available about the affected
individuals/entities, and the urgency with which they et receive the notification. For
significant breaches, the SAOP, in coordination with the BRT, will decide thepeapfe
method of notification For routine breaches, thESC in consultation with theaffected
Division/Office and Legal, will make thial determination about the method of
notification. Potential methods of notification include:

FirstClass Mail Firstclass mail notification to the last known mailing address of the
individual in FDIC records is the primary means by whatffication is provided.
When there is reason to believe the address is no longer current, the FDIC takes
reasonable steps to update the address by consulting with other agencies such as
the U.S. Postal Service. The notification should be sent sepafab@h any other
mailing so that it is conspicuous to the recipient. If the FDIC uses another agency or
entity to facilitate mailing, care should be taken to ensure that the FDIC is identified
as the sender, and not the facilitating agency or entity. rbat of the envelope

“The SAOP has been designated by the Chairman to serve as the source of natifications.
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reduce the likelihood the recipient thinks it is advertising mayail returned as
undeliverable should be anticipated, and there should be procedures in place for
how to provide a secondary natification.

Telephone Telephone notification may be appropriate in those cases where
urgency may dictate immediate and persdimad notification or when a small
number of individuals are affected. Telephone notification, however, should be
contemporaneous with written notification by firgtlass mail.

Emait Email notification, especially to or from ngovernment email addresss not
recommended due to the high risk of malicious email attacks that are often
launched when attackers hear about a breach. Emails often do not reach individuals
because they are automatically routed to spam or junk mail folders. Individuals who
receive notifications via email are often uncertain of the legitimacy of the email and
will not open the notification. While email is not recommended as primary form of
notification, in limited circumstances it may be appropriate. For example, if the
individuals potentially affected by a breach are internal to the FDIC, it may be
appropriate for the FDIC to use an official email address to notify a small number of
employees, contractors, detailees, or interns via their FDIC email addresses. A

GPI2Pé I BYDBRE dHSR (2 y20ATe Iy AYRADARdZ €

her PIl was potentially compromised by a breach.

Substitute Notification In those instances where the FDIC does not have sufficient
contact information to provide notification, @halso as supplemental notification for

any breach to keepotentially affected individuals informed, substitute notification

may be used. This type of notice may also be beneficial if the FDIC needs to provide
an immediate or preliminary notification ithe wake of a higiprofile breach when
notification is particularly timeensitive. A substitute notification should consist of a

a
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(www.FDIC.gov) and/or notification to major print andohdcast media, including
major media in areas where thaotentially affected individuals reside. Notification

to media should include a teltee phone number and/or an email address that an
individual can use to learn whether or not his or her persanfairmation is affected

by the breach. In instances where there is an ongoing investigation and the facts
and circumstances of a breach are evolving, the FDIC should consider whether it is
appropriate to establish an ongoing communication method for iested
individuals to automatically receive updates. Depending on the individuals
potentially affected and the specific circumstance of the breach, it may be necessary
to provide notifications in more than one language.
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Existing GovernmenWide Services The FDIC may consider use of Government
wide services to provide support services needed, such as USA Services, including
the toll free number of 8800-FedInfo andvww.USA.gov

Newspapers or other Public Media Outletsindividual notification may be
supplemented with placing notifications in local newspapers or other public media
outlets. The FDIC Call Center can be utilized in handling inquiries from the affected
individuals and the public.

11.5 Special Considerations

When a breach potentially affects a vulnerable population, the FDIC may need to provide a
different type of notification to that population, or provide a notification when it would not
otherwise be necessary. For example, when the individual whose infoitoa was

LR GSydArfte O2YLINRYA&ASR Aa | OKAfRX GKS C5L
or legal guardian(s).nladdition, if FDIC becomes aware an individual is visually or hearing
impaired, FDIC will give special consideration to providiogce to those individuals
consistent with Section 508 of the Rehabilitation Act of 1973, as ameffded
Accommodations may include establishing a Telecommunications Device for the Deaf (TDD)

or posting a largeype notice on thé=DIC webite.

12 LESSONE&ARNED

After completion of a breach that was reported to Congress (and optionallyargrother

breachat the discretion of the SAQPthe SAOP will schedule a lessons learned meeting with

the BRT and all involved parties. The purpose of the meeting identify root caises and

other issues that need to be addressed, ultimately improving @& L bréaéh response

process and data protection measured.he affected Division/Ofice will assist the SAOP in
identifying lessons learned so that business process improvements can be incorporated into the
C5L/ Qa &4SOdzaNAil& |yR LINAGIOe LRfAOASAEI LINRPOSRA
future breaches The affectedivisionOffice ISM(g)ncident Lead(spr designee shall record
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report (AppendixF) during the Lessons Learned meeting(s) and ensure the coedpfetm is

recorded in CORSICA in an accurate and timely mariftes.lessons learnegport should be
documented in CORSI@AIng the template provided irppendixF and includeany salient
issues,action items and resulting recommendations.In addition to providing closure, the

lessons learned session could reveal vulnerabilities that may lead to updated breach response
policies and procedures, training and resource deficiencies, and/or improved response times.

The FDIGiIlR2 OdzY Sy i |yeé OKIlIy3Sa (G2 GdKS C5L/ Qa oNBI
other documentation resulting fronthe lessons learned. AffectedivisionsOffices will take

%229 U.S.C. § 794(d). For addiibimformation about accessibility aids, refer to www.section508.gov.
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actions to implement any mitigation strategies identified to preventreduce the likelihood of
a similar breach in the future and will document CORSICany challenges preventing FDIC
from instituting any remedial measurefefer toAppendixFfor more information.

In addition to the formalessons learned meetings for breaches reported to Congress, at the
end of each quarter of the fiscal ye&DICSOGhall providea report to the SAOP detailing the
status of each breach reported ©DICSOCduring the fiscal year. The SAOP will review the
report and validate that the report accurately reflects the status of each reported breach.

12.1 Tabletop Exercises

The SAOP WIlJSNA 2 RAOF f ft 83X o6dzi y2a tSaa GKFy | yydz
tabletop exercise. The purpose of the tabletop exercise is to test the BRP and to help
ensure that members of the team are familiar with the plan and understand their specific

roles. Testing the BRP is an essential part of risk management and breach response
preparation. Tabletop exercises should be used to practice a coordinated response to a
breach, further refine and validate the BRP, and identify potential weaknesses ib the/ FQ a
response capabilities.

The SAOP should identify the capabilities that exist within the FDIC to develop, host, and
implement the annual tabletop exercise and which Divisions/Offices are responsible for
maintaining those capabilities. The SAOP magrdene that the FDIC does not have the
capability to run the tabletop exercise in any given year, in which case the SAOP will
designate an appropriate FDIC official to consult with the DOA Acquisition Services Branch
(ASB) to obtain a contract for thisrsee.

12.2 Annual Breach Response Plan Reviews

At the end of each fiscal yeahe SAORuvill review the reports fromFDICSOQdetailed in
Section13) and consider whether the FDIC should undertake any of the following actions:

Update its breach responséam;

Develop and implement new policies to protect the FDIC's PII holdings;
Revise existing policies to protect the FDIC's PII holdings;

Reinforce or improve training and awareness;

Modify information sharing arrangements; and

Develop or revise docummgation such as SORNSs, PIAs, or privacy policies.

= =4 4 -4 A8 -9

As part of the review, the SAOKINB @A Ss GKS C5L/ Qa . wt (2 07
current, accurate, and reflects any changes in law, guidance, standards, FDIC policy,
procedures, staffing, and/or technology. The SAOP is responsible for documenting the date

of the most recent review ah submitting the updated version of the plan to OMB when
requested agpart of annual FISMA reporting.
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13 REPORTS

13.1 Tracking and Documenting the Response to a Breach

FDICSOQmaintairs a formal process to track and documentcbabreach reported to the
FDIC.The process ensusg¢hat the SAOP is made aware in a timely manner of each report

of a suspected or confirmed breach.The SAOPin coordination with thelncident
Coordinator,is responsible for keepin§DICSOCinformed of the status of an ongoing
response and for determining when the response to a breach has concludéen the

SAOP determines that the FDIC's response to a breach has concluded, the SAOP shall report
that status toFDICSOGilong with the outcome of the sponse.

As part of the FDIC's formal process for tracking and documenting a response to a breach,
the FDIC has developed a standard internal reporting template, providégpmendk D of

this Plan. The Breach Report must loenpletedand centrally maintainedy FDICSOCor

each FDIC breadnd include, at minimum, the data elements and information required by
M-17-12 and FDIC policy

The FDIC currently uses CORSt€Arack and document each reported breachAmong
other things,CORSICA tracks and monitors the following, as required by OMB:

The total number of breaches reported over a given period of time;

The status of each reported breach, including whether the breach is open or closed,;

The number of individuals poteiatly affected by each reported breach;

The types of information potentially compromised by each reported breach;

Whether FDIC provided notification to the individuals potentially affected by a

breach;

1 Whether the FDIC provided services to the individyadsentially affected by a
breach; and

1 Whether a breach was reported to (EERT and/or Congress.

= =4 -8 48 -4

13.2 Annual FISMA Reports

FISMA requirethe FDIGo submit an annual report on the adequacy and effectiveness of
information security policies, procedures, and practices, to include a description of major
information security incidents andmajor incidents that involved a beach of PII*® In

addition to those reporting requirementshe FDIC isequired to include ints annual report
descriptions of theFDIQ & A Y LI SYSy il A2y GBMAKSE* ARl dzi NBY
minimum,the FDIGhall:

44 U.S.C. § 3554(c)(1)(A).
*44 U.S.C. § 3554(c).
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Confirm that theFDICsatisfied all requirements iI©®OMB M-17-12 for training and
awareness with respect tbreach reporting, or if not, explain why tHeDICdid not
satisfythose requirements iInOMBM-17-12 and what steps the=DICwill take to
satisfy those requirementis the next reporting periog

Submit the number ofbreachesreported within the FDIC during the reporting
period, the number of breaches reported BDICSOCQo USCERTthe number of
breaches reported by the FDIC tGongressas well aghe number ofpotentially
affectedindividuals;

Submitthe FDIQ aRPand certify that the plan has been reviewed and updabeer
the past 12 monthsas appropriate;

Submit the names and titles of the individuals on #eIQ aRTand identify those
individuals who were removed from the team or added to the team over the past 12
months; and

Confirmthat the members of the RTparticipated in at least one tabletop ercise
during the reporting periodor if not, explain why andvhat steps theFDICwill take
to ensurethat the BRTparticipates in a tabletop exercigkiring the next reporting
period.
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Appendix A: Glossary of Terms and Acronyms

_ GLOSSARY OF TERMS

Access The ability or opportunity to gain knowledge pérsonally identifiable
information.
Agency Any executive department, military department, Government corporation,

Government controlled corporation, or other establishment in the executive
branch of the Government (including the Executive Office ofresident), or
any independent regulatory agency, but does not include: the Government
Accountability Office; Federal Election Commission; the governments of the
District of Columbia and of the territories and possessions of the United Stat
and their vaious subdivisions; or Governmeatvned contractofoperated
facilities, including laboratories engaged in national defense research and
production activities”

Agency andbr Business A subset of Sensitive Information that comts identifying information about the

Sensitive Information Corporation, another government agency, a company, or other business ent

(BSI) that could be used to commit or facilitate the commission of fraud, deceptive
practices, or other crime®(g., unauthorized sharing of bankeount
information, trade secrets, or confidential or proprietary business information
Commercial information is not confined to records that reveal basic commer
operations, but it includes any information in which the submitter has a
commercial inerest, and may include information submitted by a nonprofit
entity. Other terms for BSI that must be protected from disclosure are:
GO2YFTARSYGALI Tt o0dzaAySaa AYyTFT2NNIGAZ2Y
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Breach An occurrence that involves the loss of control, compromise, unauthorized
disclosure, unauthorized acquisition, or any similar occurrence where (1) a
person other than an authorized user access or potentially access Pllaor (2)
authorized user accesses PII for an other than authorized purpose

Breach Response Plan ¢KS 13Sy0eQa F2NXIf R20dzYSyid GKI G
shall be followed with respect to reporting, investigating, and managing a bre
of PII.

Breach Response Team The team of specific agency officials, as designated in the agency Breach
Response Plan, with responsibility for evaluating the risk to individuals from
Breach and the availableptions for mitigating that risk. The Breach Respons¢
Team through the SAOP serves as the primary advisor to the agency head i
making determinations regarding breach notification and the services that sh
be provided to individuals in the context okpecific breach.

Breach that Constitutes a Per OMB M1802, a0 NS I OK O2yaidAddziSa | avl e

dal 22 NJ L y ORI that, if exfiltrated, modified, deleted, or otherwise compromised, is likely to
result in demonstrable harm to the tianal security interests, foreign relations,
or economy of the United States, or to the public confidence, civil liberties, o
public health and safety of the American people. An unauthorized modificati
of, unauthorized deletion of, unauthorized exfdtion of, or unauthorized acces
to 100,000 or more individuals' PIl constitutes a "major incident."

Contractor Anindividual, corporation, partnership, joiMenture, or other third party entity

4544 U.S.C. § 3502
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that enters into a contract with FDIC to provide goods or servidbss term is
inclusive oftontractors, vendors and outsourced service providers.

CORSICA

¢ KS C5 Lnffér &acking @didéntand breaches. The incident record mu
contain current, accurate and complete facts about the incident.

Divisionor Office

A business sector of the FDESponsible for a program area or line of busines
(e.g., resolutions and receivership, supervision, etc.) or odleéined section of
work within the FDIC (e.cadministration,informationtechnology, etc.)

Affected DivisiofOffice: TheDivision/Office that experienced the breach or
whose employee/contractor caused the breach. In cases where the
Division/Office that experienced the breach is not the same Division as the 0
that caused the breach, the RHA and other associated breachshekd be
completed by the Division/Office that caused the breach (in consultation with
the Division/Office that experienced the breach as needed).

FDICnformation

As defined by the FDIC Records and Information Management Policy Manué
term information applies broadly to all kinds of documents and data, which m
be processed by or stored in any kind of communication, storage, or record
keeping system.

Federal information

Information created, collected, processed, maintained, disseminated, or
dispcsed of by or for the Federal Government, in any medium or form, and
Ay Of dzRSa (G KS RS T4 Y.8.0.BDYA) 8f he FedeBlR2ddR
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Federal information
system

An information system used or operated by an agency, by a contractor of an
agency, or by another organization on behalf of an agé‘ﬁcy.

Harm

For the purposes of this document, harm means any adverse effects that wo
be experienced by an individuat organization (e.g., that may be socially,
physically, or financially damaging) whose information was breached, as we
any adverse effects experienced by the organization that maintains the
information.

High Value Asset

As defined by OMBI-16-04, those assets, systems, facilities, data, and datase
that are of particular interest to potential adversariehese assets, systems,
and datasets may contain sensitive controls, instructions, or data used in crit
Federal operations, or house uniquellections of data (by size or content)
making them of particular interest to criminal, politically motivated, or state
sponsored actors for either direct exploitation of the data or to cause a loss ¢
confidence in the U.S. Governmeriiach FDIC Divisi®ffice is responsible for
ARSYUGUATe@AYy3d (GK2asS FraaSia oA0GKAY 5A
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Identity Theft

¢KS OG 2F 20GlFAYyAy3a 2N dzaAy3 |y A
authorization in arattempt to commit or facilitate the commission of fraud or

other crimes The resulting crimes usually occur in one of the following ways
Identity thieves may attempt to:

9 Gain unauthorized access to existing bank, investment, or credit accounts
information associated with the person

9 Withdraw or borrow money from existing accounts or charge purchases to
accounts or

ThLlSy ySg I 002dzyia 6AGK | LISNBR2YQa

“6 SeeOMB Circular No. -30, Managing Information as a Strategic Resouf©MB, July 2016).

7 bid.
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Incident

An occurrence thafl) actually or imminently jeopardizes, without lawful
authority, the confidentiality, integrity, or availability of Information or an
Information System; or (2) constitutes a violation or imminent threat of violati
of law, security policies, securityqmedures, or acceptable use policiés.

Major Incident

Per OMB M18-02, any incident that is likely to result in demonstrable harm to
the national security interests, foreign relations, or economy of the United St
or to the public confidence, civibkrties, or public health and safety of the
American people.

Mitigate

To make less severe, to partially remove, or to correct, so that harmful poten
effects of an incident are reduced or eliminated.

Personally identifiable
information

Informationd KI & OFy 6S dzaSR (2 RA&GAYyIdzA
either alone or when combined with other information that is linked or linkabl
to a specific individual’

Privacy

The right to be left alone and to control the conditions under whichrimiation
pertaining to a person is collected, maintained, used, and dissemindgdacy
is the state of being free from unsanctioned intrusioks an issue, privacy

pertains to personal informatiodata that can be linked to an individual humar
being In other words, all personal information requires privacy consideration
When handling personal data of any kind, it is important to take steps to ass
privacy of the information Privacy is both a good practice and mandated by |

Professional Ned to
Know

Specific and limited information necessary to complete assigned work, in the
case of performing official business.

Routine Breach

I GNRdziAySé¢ ONBIFOK NBFSNR (2 Fye o
for defining it as a significant &ach.

Security

Administrative, physical, and technical safeguards, used to control access af
protect information from accidental or intentional disclosure to unauthorized
persons and from alteration or destruction, to maintain the integrity of the
information.

Security or System
Detected Incident

An incident in which FDIC IT Security personnel detect the loss, theft, or
compromise of FDIC data via computer monitoring tools, automated security,
scans, data loss prevention capabilities, etc.

Senior Ayency Official for
Privacy

The senior official, designated by the head of each agency, who has overall
agencywide responsibility for privacy, including implementation of privacy
protections, compliance with Federal laws, regulations, and policies relating
privacy, management of privacy risks at the agency, and a central jpadiking
NEfS Ay GKS F3SydeqQa RS@GSt2LIYSyd
other policy proposalg’

Sensitive Information (SI)

Any information, the loss, misuse, onauthorized access to or modification of

which could adversely impact the interests of FDIC in carrying out its progra

the privacy to which individuals are entitle@Examples of Sl include:

1. Information that is exempt from disclosure under the Freedoim
Information Act (FOIA) such as trade secrets and commercial or financis
information, information compiled for law enforcement purposes, person

%844 U.S.C. § 3552

“9 SeeOMB Circular No. -30,Managing Information as a Strategic Resouf©MB, July 2016).

*0bid.

48


https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

and medical files, and information contained in bank examination reports
(seeFDIC Rules and Regulatioh®,C.F.R. Part 309, for further information

2. Information under the control of the FDIC contained in a Privacy Act sys
2F NBO2NR (KIFIG Aa NBOINASGOSR dzaiy
identifies an individual§eeFDIC Rules and Regulations, 12 C.F.R. Part 3
for further information);

3. PIl about individuals maintained by the FDIC that if released for
unauthorized use may result in financial or personal damage to the
individual to whom such information relate&ensitive Pll, a subset of PlII,
may be comprised of a single item of informatieng,SSN) or a
combination of two or more itemse(g.,full name along with, financial,
medical, criminal, or employment informatianpensitive PII presents the
highest ri& of being misused for identity theft or fraud;

4. Information about insurance assessments, resolution, and receivership
activities, as well as enforcement, legal, and contracting actiyitied

5. Any information properly marked as Controlled Unclassifigdrmation.

Significant Breach I GaA3AYyATFAOIYGE oOoNBFOK NBFSNB (2 |

1 /2yadAaitdzi $a | =% arydotengialy afegtO & Rk
number of individuals or higprofile individuals;

1 Is anticipated to create an overwhelming increas@ldne or email
traffic; inability or significantly reduced ability to fulfill core FC
business functions; significant damages or costs associated
breach; and/or

1 Has generated or has the potential to generate extensive me
attention, Congressionalinquiries, or other negative exposut
requiring highlevel coordinated response.

User Refers to an FDIC employee, contractor, intern, vendor, outsourced provider
other individual é.g.,non-FDIC government employee) with authorized acces

FDIC data, whether in hard copy (paper) or electronic format.

Violation Infraction of a law; or an action or inaction contrary to established Federal la
or rules.

ACRONYMS
Acronym Meaning
ASB Acquisition Services Branch
CISO Chief Information Security Officer
ClO Chief Information Officer
CIOO Chief Information Officer Organization
COO Chief Operating Officer
CPO Chief Privacy Officer
SOC Security Operations Center
FDIC Federal Deposinsurance Corporation
LERS Labor and Employee Relations
OCISO Office of the Chief Information Security Officer

%1 SeeOMB M18-02,Fiscal Year 2017018 Guidance on Federal Information Security and Privacy Management Reguirements
(OMB, October 2037
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OCOM Office of Communications

oIG Office of Inspector General

OLA Office of Legislative Affairs

NCCIC National Cybersecurity anfdommunications Integration Center
NCISS NCCIC Cyber Incident Scoring System

Pl Personally Identifiable Information

PSC PrivacySection Chief

SAOP Senior Agency Official for Privacy

SEPS Seawrity Emergency PreparedneSgction

SSN Social Securitfumber

USCERT United States Computer Emergency Readiness Team
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Appendix B: BRCToreMembersand Consultative Officials

Breach Response Team (BRT) Core Members
Designated by FDIC Chairman

April 16, 2018

Senior Agency Official for Priva¢®AOP) / Chief Privacy Officer (CPO)
Chief Information Officer (CIO)

Chief Information Security Officer (CISO) / Deputy CPO
Incident Coordinator
PrivacySection Chie{PSG
General Counsel
Office of Communications (OCOM) Director
Office of Legislative Affairs (OLA) Director

Consultative Group/Official

DivisionalDirectors, ISMs, and/oincident Response POC(s), as applicable
FDIC Insider Threat and Counterintelligence Progrmaepresentative(s)
Office of Inspector General (OIG)
DOF Director (or designee)
DOF Risk Management and Internal Control (RMIC
Chief Acquisitions Officer (CAO)/DOA Acquisitions Services Branch (ASB) Deputy Director (or designe
DOA Library & Publilmformation Center (PIC) Assistant Director (or designee)
DOA Call Center Chief; PIC Assistant Director
DOA Security and Emergency Preparedness Section (SEPS) Assistant Director (or designee)
DOA Human Resources/Labor and Employee Relations (LERS)&@hdekignee)
DCP Consumer Response Center (CRC) Chief (or designee)
Federal, State or Local Law Enforcement
DIT Director (or designee)
Office of the Ombudsman (Ombudsman or designee)
Internal Ombudsman (or designee)
Chief Web Master (or designee)
FDIC Program Area Specialists

Sensitive Informatiog For Official Use Only
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AppendixC Roles and Responsibilities Matrix

The following table outlines the roles and responsibilities of key stakeholders (including both
individuals and groups) involved in the breach response process. The table is organized in a
loosely sequential manner, starting with the roles and respornsdsl related to breach
reporting; followed by those for investigation, remediation and risk assessment with focus on
FDICSOC, the affected Division/Offind CIOO/OCIS@nd concluding with those pertaining

to breach recovery, with focus on the BredRbsponse Team core and consultative officials.

ROLES RESPONSIBILITIES
All FDIC users, including FDIC employees, contractors, or other individuals or entit
with access to FDIC information and/or information systems, are resporfisible

f /2YLX SGAYy3 C5L/ Qa lyydzt LyF2N)NI G
or comparable training, which addresses how to identify, report and respor
a breach;

1 Immediatelyreporting a suspected or confirmed breach to the FDIC Help
DeskSOQat *999 or 1877-334-2999) and immediate Supervisor or Oversig|
Manager;

FDIC User$ 1 Providing all relevant information in the initial notice to the FDIC Help
DeskSOCincluding but not limited to: (a) the type of data affected (e.qg.,
name, SSN, address, etc.) gh)ithe amount of records or data affected;

1 Reporting all instances associated with criminal activity, theft, suspicious
activity, and lost/stolen property or equipment that occur on FDIC premises
the Security and Emergency Preparedness Section (BEPS);

I Reporting to Local Law Enforcement Agency (LLEA) as appropriate if the
incident involves a theft or loss tfeir FDIGurnishedproperty/equipment;
Obtaining investigation results and submitting itR®ICSOCand
Cooperating with and participating the investigation, hearing, or other
inquiry by the FDIC and law enforcement agencies regarding the incident.

= =)

Note: The BRP requirements supplement, but do not replace, the procedures set f
FDIC Circular 1360.12, Reporting Computer Security InGiddri¢h employees and
contractors must review and abide by. For additional guidance, the user should re
i KS Sedunity Intident Reportibg ¢ So LI IS d
This is the immediate senior FDIC employee to whom the FDIC employee or contr
(user) reports. The Supervisor or Oversight Manager is responsible for:

9 Ensuring that the usemmediately contacts the FDIC Help DeSK¥Gand, in

Immediate case of theft or loss adfquipment, SEPS or LLif#on discovery of loss or
Supervisor or potential lossof PlI;
Oversight 9 Coordinating witi-DICSO®r other FDIC officials in documenting the incide

*2Not alluser requirements listed in this section are applicable to outsourced services providers, office visitors, and
government agencies and organization with authorized access to FDIC data; nonetheless, these individuals must immediately
report the loss, theftor compromise of FDIC sensitive information, including PlI, to the FDIC. Additional requirements for
protecting FDIgrovided data are outlined in applicable contractual and/or sharing agreements between the entity/agency and
FDIC.

%3 Individuals should report all security concerns to the guard on duty. After contacting the guard on duty, individuals should
inform the Chief, Physical Security Office, SBPB)3562-2276
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Manager
1

f

upon request;

Assisting their employees and contractors in identifying and properly secur
Pl apprriately; and

Participating in the development afat execution of a corporate response
plan in the event of loss or compromise of PII.

FDIC Help Desk ' The FDIC Help Desk serves as a central point of contact, available 24 hours a day
days a weeldor receiving notification of lost or compromised.PThe FDIC Help Desk
responsible for:

f
f

Opening a ticket in the FDIC Incident Response Database; and
Collecting basic information from the user in order to populate the HQIC
Breach Report.

The FDIC SOC is a team of information secuifegsionals within the Office of the
Chief Information Security Officer (OC)$iaat provides centralized technical assistan
Security to investigate, resolve, and close computer @y vulnerabilities and other incidents,
Operations including but not limited to those involving a breach in any medium or format (verb.
Center (SOC) | paper and electronic). FDICEis responsible for:

)l

)l

= =

Opening a ticket in the FDIC Incident Response Database (CORSICA) or
responding to the ticket generated by the Help Desk
Collecting facts and required information from the user and documenting tt
in CORSICAFDICSOCY' | @ O2y il OG GKS dzaSNQna 7
Oversight Manager to obtain additional information;
Identifying the affeted Division(s);
Assigning a preliminary priority level/risk classification to the breach based
the facts known at the time and adjusting the classification based on the re
of the investigatio and OCIS@nd BRT feedback, asmipable;
Notifying the United States Computer Emergency Readiness Tea@HRE)
and applicable internal stakeholders about the breach, highlighting and
FLILINRLINR F G6Steé SaolflidAayda GK2asS (K
nature;
Conducting orpporting the breach investigation and technical rediegion as
directed by thelncident Coordinatar
Coordinating with the affecte®ivisior{s)as needed to ascertain the nature o
the impacted data and ensure compliance with all Federal and FDIC
requirements;
Coordinating with the Security and Emergency Preparedness Section (SE}
applicable if physical loss is involved;
Creating and maintaining a timely, accurate and complete incident record ¢
Breach Report in CORSICA and submitting all colldetado the SAOP, CISO
PSC affectedDivision, and BRT when convened, and assisting these FDIC
officials in technically analyzing the information about the breach upon
request;
Providing a report to the SAOP and designees (CISC&ghdtRhe end of each
fiscal quarter detailing the status of each breach reported toRBECSOC
during the fiscal year; and
Participating in the annual tabletop exercise, as required.

AFFECTED DIVISION

% Each Divisiospecific role identified here may not always tepresented for each Division.
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Affected Division | The Director of the affected Division refers to the FDIC saffaial who heads the

Director

Divisional
Incident Lead

FDIC Division or Office that owns or maintains the PII that was involved in the bree
and/or whose employee(s) and/or contractor(s) were involved in or responsibtador
breach. This may be the same Division in many cases, but is not always the same
Division. The affected Division also providasynecessary resources to support the
breach investigation, remediation and recovery effods,identified by the Inciden
Coordnator or FDICSOGCas outlined below and in the BRP.

The Director of the affecte®ivision is responsible for:

9 Participating in or designating a senierel Divisional official to participate in
the BRTif requested by the SAQP

9 Participatingn or designating a senidevel Divisional official to participate in,
as well as potentially provide feedback on, the annual tabletop exeriise
requested by the SAQP

9 Bearingor designating to a senidevel Divisional officiabverall accountabilit
F2NJ SyadaNAy3a GKS GAYSEtAySaa yR S
response and recovery efforts;

i As requested, advising the SAOP/CPO, in consultation with the CISS@nd
on whether breach notification, guidance, services or any furétotions are
required, including whether a breach constituteémajor inciden£ (as defined
by OMB); and

9 Assisting CIO@QCISQvith identifying and ensuring sufficient logistical and
technical resources (internal and external) to respond and recover from a
breach.

The Divisional Incident Lead is the Divisional Information Security Manager (ISM) i
another designated Divisional Incident Response (IR) point of contact (POC) who |
responsible for supporting the FDIC SOC on behdtiefffectedDivision The Incident
Lead is responsible for:

I Serving as liaison with data/systems owners involved in breach, facilitating
Divisional compliance with Federal and FDIC requirements;

9 Assisting with the investigation/technical remediation aguested byFDIC
SOC¢

9 Conducting and documenting a preliminary risk of harm assessment in
CORSICA,;

9 Identifying and analyzing, with support fro@CIS@nd Legal, applicable
privacy compliance documentation, information sharing agreements, contr:
2N 20KSNIJ I NIAFFEOGA F20SNYyAy3I 2N L
information systems or information;

1 Participating in the BRT and annual tabletop exerdisequested by the SAQF
and taking action on any requested items associated with these (such as
providing feedback at the conclusion);

1 Providing and verifying required information and drafting initiatification,
guidance and/or services to affected individudls coordination with Legal,
OCISQand OCOM,;

1 When required, @aking the lead in preparing, vetting, and issuingathierwise
facilitating)notification, guidance, and/or services to banksl&m regulators
in coordination with Legal, OCIS&hd OCOMand

9 Participating in and documenting in CORSICA thelmestch analysis of
Congressionallyeported breaches.

54



Divisional
Information
Security Manager
(ISM)

Divisional
Incident Response
(IR) Points of
Contact (POCs)

Divisional
Database
Administrator
(DBA)

Senior Agency
Official for Privacy
(SAOP)

The Divisional ISM is the FDIC empiassigned to facilitate Divisional compliance
with FDIC security/privacy circulars, implement busirssecific security practices, ani
serve as the primarljaison between the Office of the Chief Information Security Offi
(OCISO | YR i K $n/Qffica The ISKl Ae@dsas the Divisional Incident Lea
(unless the Division designates another IR POC to serve in the role), and as such,
responsible for completing or assisting with the responsibilities listed in the Inciden
Lead section aboveThe ISM is responsible for:

1 Helping to ensure that Pl is adequately protected through his/her participa
in FDIC's Information Security Risk Management Program;

9 Serving as (if designated the affectedDivision) or assisting the Divisional
IncidentLead and coordinating with any additional Divisional IR POC(S) in 1
Regions, Field, or Headquarteend

9 Participating in the BRT and annual tabletop exerdisequested by the SAOF

Additional Divisional IR POCs may be designated by the Division to assist the Incit
Lead with managing the incident to closure. For example, members of the Divisior
Security Group, Divisional Internal Review Group, or other Regional, Headquarter
Field Office staff may be designated by the Division/Office to serve as the Division
Incident Lead and/or Divisional IR POCs, so long as they reaéfiegent training
Divisional IR POCs may also be required to participate in the BRT and ahlaiapta
exercise if requested by the SAOP.
The DBA is the individual responsible for the installation, configuration, administral
monitoring and maintenance of systems/databases for the Division/Office. leviet
of a breach, the DBA, in coordination with the Divisional ISM/Incident Lead and ott
FDIC officials, analyzes the system breach and determines which records may be
affected, as well as helpke affectedDivision as needed in identifying any appiea
privacy compliance documentation, information sharing agreements, contracts or ¢
relevant agreements or artifacts governing the impacted systems.

CHIEF INFORMATION OFFICER ORGANIZATION (CIOO)
At the FDIChe Chief Information Officer serves as the Senior Agency Official for
Privacy (SAOP), also referred to as the Chief Privacy Officer (CPO). The SAOP/C
agencyg A RS NBalLlRyaArAoAtAade FyR | O002dzyil o.
responsiblez NJ 2 3SNBRSSAy 3z O22NRAYFGAYy3 | yR
efforts. In the event of a breach, the SAOP/CPO is responsible for:

1 58SOARAY3 HKSGKSNI GKS C5L/ Q& NBaLR
whether the BRT must be convenedgconsultation with the CISO an&€

1 Convening the BRT as appropriate and ensuring appropriate subject matte
experts (SMESs) are included or consulted, based on fe&dfsom the CISO,
PSCandIncident Coordinator;

i Leading or designating thigreach Commader (CISO dncident Coordinator)
to lead the BRT when convened, as well as to oversee the breach investig.
and technical remediation;

T tNREGARAY3I (GKS . weQad NBOwhehs g iiRdachA 2
O2yadAiddziSa | aYl 8rONB)aydekiRe Cangressidn
and OIGQeporting, in consultation with the CISCG5@nd BRT when convenec

9 Coordinating with or dsignating the CISO and/mrcident Coordinator to
coordinate with identified FDIC officials to ensure that &viforcement, OIG,
General Counsel, and other oversight entities are involved and/or receive
timely notification when appropriate;

I  With support fromthe affectedDivisionand PSCandthe BRT when convened
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conducting and documenting in CORSICA a bredcbfrlsarm assessment ani
recommended course of action to mitigate the risk of harm, including
whether/what countermeasures, notification, guidance and/or services sho
be provided to individuals potentially affected by the breach;

Notifying the FDIC Chienan/Executive Office (EO)the. w ¢rée@mmended
course of actiorfor significant breachesncluding whether to provide
notification, guidance, or other services to potentially affected individuals, ¢
applicable;

Serving as the source of notificaties designated by the Chairman);
Overseeing or designating th&&o oversee the natification effort, in
coordination withthe affected Division and other stakeholders, and seiegt
the notification methodfor significant breaches

Reviewing and@oncurring or norconcurring with the B@Qa NB 02 Y Y €
for nontsignificant (routine) breaches, including the appropriate course of
action and whether to provide notification, servicasnd guidance to
potentially affected individuals as applicable;

Deermining or designating the Incident Coordinator, with input from ti&CP
to determine when the response to a breach has concluded;

Conducting the posbreach analysis of lessons learned for Cosgjanally
reported breaches.

In addition, the SAO&nhd/or designees (CISO anf@Pare responsible for:

f
f

= =

T

1

Conducting an annual tabletop exercise to test the BRP

Implementing and reviewing, at minimum annually, this BRP to ensure it is
current, accurate and compliant with legal, regulatory and internal
requirements;

Ensuring that all agency Privacy Act SORNSs include routine uses for the
disclosure of information necessary to respond to a breach, in coordinatior
with Legal;

Reviewing and updating, as needed, all applicable privacy compliance
documentation(e.g., SORNSs, PIAs, and privacy notices), in coordination wi
Legal, the Division/Office, and BRT when convened;

Identifying and ensuring sufficient logistical capabilities to respond to a bre
Ensuring thaEDICSOC personnel are properly traineddentify a breach, and
are duly apprised of the status and outcome of the breach response;
Providing guidance on any exceptions to the requirement to report a suspe
or confirmed breach;

Reviewing and validating the quarterly report fréfBICSOC that eltails the
status of each breach reported during that fiscal year; and

Submitting the updated BRP as part of annual FISMA reporting.

Chief Information | The CIO is responsible for delivering core IT services consistent with existing servi
levels; achieving, delivering, and supporting FDIC performance goals, Capital Inve
Review Committee projects, and CIO Council projects; managing the IT portfolio tc
reduce risks and costs while maintaining appropriate service levels; and improving
processes used in all of the previously mentionedrige e CIO is responsible for:

Officer (CIO)

1

Identifying technical remediation and forensic analysis capabilities that exis
within the FDIC to respond to a breach, and which offices are responsible 1
maintaining thog capabilities (if gaps are identified, the CIO is also respon:
for communicating with the Chief Acquisitions Officer and other FDIC offici.
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SAOP
Prograni Special
Assistantor Other
Administrative
Personnel

BRTRHAScribe

Chief Information
Security Officer
(CISO)

on the need to enter into contracts or to explore other options for ensuring
that certain functions are immedtely available during a timsensitive
response);

9 Considering whether other Federal agencies can support the FDIC in the €
of a breach (such as requesting technical assistance fre@BRY, leveraging
GSA BPAs and other guidance, etc.);

9 Participatingn or designating a senidevel official to participate in the BRT
when convened and the annual tabletop exercise;

9 Assisting with the assessment of risk of harm to potentially affected individ
and

1 Accepting and approving of the risk of not encrygtadl FIPS 199 moderate
impact and highimpact information at rest and in transit, if the information
compromised was not encrypted to those standards.

CIOO BREACH ADMINISTRATIVE SUPPORT
The SAORProgramAssistantand/or Special Assistarfor other administrative personne
designated by the SAOP or designg€sSO and $) are responsible for handling a
administrative support to coordinate the BRT meetifidhe responsibilities includéut
are not limited to:

I Scheduling the BRT meetirapmd handling all associated meeting logisti
including but not limited to reserving a conference room; providing
teleconference number; sending out/updating the meeting invite; obtain
and distributng electronic copies of all relevant BRT briefing mater
preparing and distributing hardcopy materials at the BRT meeting;

1 Preparing, updatings requestedand distributing BRmeeting minutesaction

itemsand materials;

Preparing executive summariegdiscussions;

Scheduling lessons learned meetings;

Vetting communications materialgith executives for approval; and

If designatedservingasor assistinghe BRTRHAScribe (refer to the BRT Scril
for more information).

The BRRHAScriberefers tothe CIOO oOCIS@rogramor Special Assistant or other
administrative personnel designated by the SAOP, CISG®DRring a BRT meeting,
the BRTRHASCcribe is responsible for documenting the RHAtiez¢ and ensuring it is
documentedin CORSICA in a timely, accurate, and complete mahmaddition, the
BRT RHA scribe is responsible for preparing an executive surtsaafppendix N of
0KS . we¢Qa NR&A]l FaaSaavySyd | yapprovad a A a i

=a =4 —a -9

Note: If the BRT Scribe does not have access to CORSICA, the BRT Scribe may [
completed RHA form to tHacident Coordinator and Divisional Information Security
Manager (ISM)/Incident Lead for uploading to CORSICA subsequent tdtheeBiihg.
OFFICE OF THE CHIEF INFORMATION SECURITY@HSIPER

¢KS /L{h YIFylI3Sa GKS C5L/ Qa AYyF2NXI {;
y2i ftAYAGSR (2 RS@Sft 2 Llegtabliskirg Snd @anagingitie
C5L/ Qa tNAGIO& tNRBINI YD ¢KS /L{h &asi
in fulfilling the breackrelated responsibilities outlined in OMB-W-12, in conjunction
with the affectedDivision, Office of the Chief Infaation Security OfficePrivacy
Section Chiefand the Breach Response Team when convened. Specifically, the C
responsible for the filowing

9 Seving as or designating dncident Coordinator to serve as the Breach
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PrivacySection
Chief(PSG

Commander and lead the breachvéstigation and remediation effort;
Advising the SAOP/CPO, imsoltation with the BCandIncident Coordinator,
on whether to convene the BRT, when notification or any further actions ar
required, as well as whether a breach meets current OMB criteria

Of  aaAFAOIGA2Y A | aYlF22NJ AYOARS
Participating in the BRT when convened;

Identifying and ensuring sufficient logistical and technical resources (intern
and external) to respond and recover from a breach, in consultation with th
PSC the affectal Division, and other relevant stakeholders;

Periodically testing and evaluating the effectiveness of information
security/privacy incident handling policies, procedures and practices;
Overseeing the development and execution of the annual tabletop esesrc
with support from thelncident Coorehator, FSC and other CIOO/OCISO
personnel as required; and

Participating in the posbreach analysis of Congressiona#ported breaches
to evaluate lessons learned, as needed, to provide insight and help identif
security control enhancements, process improvements and any other lessc
learned to improve the overall incident response capability.

The BSCadvises the SAOP/CPO and CISO in the development, daily operation, ani
management of the FDIC Privacy Program. These efforts include the developmen
implementation and maintenance of, and adherence to, the FDIC policies and
procedures related to priva@gnd data protection. TheSTeads initiatives to
strengthen infemation privacy protections. He F5Qs responsible for:

T

Reviewing, approving and providing guidance to the Divisional Incident Le:
and any other Digional personnelincident Coordinato(or FDIC3OC liaison),
and BRT as needed in assessing the risk of harm to individuals potentially
affected by a breach (note: this responsibility may be designated to the He
the affected Division or Office);

Participating in the BRT and serving as the Deputy Breach Commander fol
significant breaches as requested and in accord with established standard
operating procedures;

Coordinating with the CIS@h significant breachet® advise the SAOP/CPO
regarding(1l) whether to convene the BR{2)whether breach notification,
guidance, servicesr other countermeasures are required based on the
assessed risk of harrand (3) whether a breach constitutes@ajor incidené
(as defined by OMB);

Determining whetheany consultative officialshould be convenetb assist
with responding to the breactand @nvening/scheduling and leadingdbe
consultative official$or routine breachesas applicable

Providing a recommendation the CISO and SA@ardingwhetherto
provide notification, guidanceand/or servicedo potentially affected
individualsbased on the assessed risk of h&onroutine breaches;

Selecting the notification method and overseeing the breach notification
process in consultation with the Divasi and on behalf of the SAOP/CfD
routine breaches

Participating in and/or assistinthe SAOP/CP®@ith planning, conductingand
facilitating BRT training and the annual tabletop exercise as requested;
Participating in the posbreach analysis of Corassionallyreported breaches
to evaluate lessons learned;
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9 Approving breach for closure in coordination witte Incident Coordinator;
and
I Assisting the SAOP/CPO with overseeing updates to the BRP, at least anr
andwhenever there is a materighange.
Incident Thelncident Coordinator ian FDIC employesssigned to ensure that any known or

Coordinator suspected breaches are appropriately magad to closure. The CISO may serve as ¢
designatethe Incident Coordinatoas required The Incident Coordinator is responsibl

for:
|

f

1
f

'ﬂ

Participating in the BRT and serving as the Breach Commander for signific

breaches as requested by the CISO;

Acting as a liaison between OCISI®O FDICSOC, technical resources, and

the affected Division;

Ovesseeing the incident investigation and ensuring appropriate technical ar

remedial actions are taken;

Ensuring the timeliness, accuracy, and completeness of the CORSICA inci

record and Breach Report;

Reviewing and assisting with the risk of harm asses$mand

recovery/notification effort as requested by the CISO $CP

Keeping the SAOP/CPO, CIET; &nd BRT duly apprised of the status of

breaches as needed and promptly informing the SAOP/CPO, @&éand

other relevant stakeholders of any suspedtor confirmed breaches that

O2yaidAiddziS + aYlFI22N) AYOARSy (¢ ol &

in nature;

Reviewing and authorizing breach closure, with input from t8€ P

Participating in and facilitating as requested the postachanalysis of

Congressionallyeported breaches to evaluate lessons learned; and

Helping develop and execute the annual tabletop exereiseequested.
BREACH RESPONSE TEAM

Breach Response The BRT is led by the SAOP/CPO (or designeepamtised of FDIC officials who are
Team (BRT) | designated by the Chairman to respond to a breach. The BRT is responsible for:

T

Chief Operating ' L y

Assisting the SAOP with assessing the risk of harm of a breagiasding a
recommendation to the Chairman via the SAOR/Ioéther a breah
O2yaidAaiddziSa I aYIF22NJ AYOARSy (¢ ol
and OlGhotification;

Developing and managing an appropriate course of action to respond to a
breach and mitigate harm to individuals, including providing naotification,
guidance, and serviceg g, identity protection and credit monitoring, call
center services, etc.) or taking other countermeasures;

Participating in any required BRT training or tabletop exercises as requestt
the SAOP or designee; and

At the direction d the SAOP or designee, reviewing FDIC implementation o
this document to capture ongoing changes to resources and business
environment.

GKS S@SyiG 2F I aaA3IyAFTFAOLIyld oNBL Ol

Officer (COO) da Yl 22NJ AYyOARSyY (¢ cCbhb@artiRifates iy tBeFBRD and dssists wit
reviewingCongressionand OIG/ 2 G A FA Ol GA2Y F2NJ 0 NBI OK

%5 Refer to sections above for roles and responsibilities of BRT afficiddin CIOAGDCIS@nd affectedivision.
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Ay O A RTheCh@sdkso responsible forgpticipating inthe annual BRT tabletop
exercise, as required
Legal Division | The Legal Division General Counsel is responsible for:
General Counsel 9 Participating in and coordinating with the BRT in ensuri@p@porate response
plan is successfully executed in compliance with federal laws and regulatic
Participating in the annual tabletop exercise, as required;
Ensuring all FDIC SORNSs are accurate and complete, as well as assisting
reviewing privacy ampliance documentation and information sharing
agreements as required by OMB-M-12; and
1 Inthe event of a breach giping draft, reviewand approve breach notificatior
guidance and communications (e.g., talking points, FAQs, call scripts, web
content, etc.), as well as responses to FOIA, Privacy Act, Congressional or
breachrelated inquiries and complaints received by FDIC.

f
f

Office of The OCOM Director is responsible for:
Communications 9 Participating in the BRT and annual B&bletop exercise, as required;
(OCOM) Director 9 Developing and executing a Corporatéle breach communications plan for

significant breaches or other breaches as directed by the Chairman or des

i1 Helping draft and approve external notification and communications,(ezd
center scripts, talking points, FAQs, and official responses to bretated
inquiries and complaints);

1 As appropriate, overseeing or coordinating with the affected Division regar
the establishment and operation of an official, electronic aedtralized
mechanism and process for receiving and responding to bresleted
inquiries from media and the public;

9 Assisting with establishing and maintaining a dedicated-BEd@ded website
or webpage to provide breaetelated guidance or other infomation to the
media and public, as required; and

I Responding to media inquiries, and initiating and organizing any press rele
about the breach, if required.

Office of OLA serves as the Corporation's congressionabhigand closely monitors and
Legislative Affairs| responds to legislation important to the K Tie OLA Director is responsible for:
(OLA) Director 9 Serving as a central POC in notifying applicable committees and Member:

Congress as appropriate about the breach, as well as in respaiodiaguests
from various Congressional committees, members, or their staff about the
breach;

9 Participating in the BRT and reviewing external naotification and
communications for breaches that require Congressional reporting or
otherwise bear or may triggeCongressional implications; and

9 Participating in the annual tabletop exercise, as required.

CONSULTATIVE OFFICYALS
FDIC Office of | The FDIC OIG is an independent unit that conducts audits, investigations, and oth
Inspector General NE @A Sga 2F GKS / 2NLRNF A2y Qa LINRINT Y
(FDIC OIG) In the event of a breach, particularly if there is suspected violation of criminalOd/
will be notified by FDICSOGo that the OIG can conduct an investigation as needed
and/or cooperate with the FBI or other law enforcement agencies. OIG represente

*The listing of consultative officials provided in this document is not intended to be exhaustive.oAaldifificials or bodies
may be identified and consulted depending on the specific circumstances of the breach.
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Division of
Depositor and
Consumer
Protection (DCP)
Consumer
Response Center
(CRC) Chief

Division of
Information
Technology (DIT)
Director

Office of the
Ombudsman
Senior Specialist

Internal
Ombudsman

Chief Web Maste

Division of
Finance (DOF)
Director

DOF Risk
Management and
Internal Control
(RMIC) Branch

will participate in the BRT and annual tabletop exercise at the discretiohGf O

The DCP Consumer Response Center (a part of the Consumer Affairs Program) is
responsible for investigating consumer complaints involving SOpe€rvised banks,
analyzing consumer complaint data, serving as a resource for examination staff, al
educating consumers about consumer protection laws. In the event of a breach, t
DCP Consumer Response Center Chief (or designee) is responsible for:

9 Assisting with managg, triagingand responding to consumer inquiries and
complaints in line with the FDi&pproved communications plan and scripts;

f ¢NIYAaFSNNAY3I 2N F2NBIF NRAyYy 33 1jdzSadA
the appropriate BRT member or other subject neattxpert (SME);

9 Participating in the BRIl requested by the SAOBnd working with the BRT tc
update the scripts, canned responses, and other guidance/communication:
include new evolving issues or scenarios identified by the CRC; and

1 Providing CRG:Hvity reports, such as the volume, type and disposition of
correspondence or calls received in relation to the breach, and any other
information as requested by the BRT.

DIT is responsible for providing various IT support services to the Corporation, as "
assisting with IFelated products provided by the FDIC to employees (e.g., laptops,
mobile phones, software). DIT is also responsible for providirejdied poicy
guidance. In the event of a breach involving IT systems or technology, the DIT Dir
(or designee) will participate in the BRTequested by the SACG#hd work with the BR
to provide DIT operations or technical support (such as root cause analgpture and
review of large unstructured data sds.g., Hadoop etc.).

The Office of the Ombudsman is an independent, neutral, and confidential resourc
liaison for the banking industry and general palib facilitate the resolution of
problems and complaints against the FDIC. In the event of a breach, the Ombuds
through the Senior Ombudsman Specialist (or designee) will participate in thi¢ BRT
requested by the SACG#hd provide facilitation and pkidem resolution services for
complaints or issues that may arise from a reported breach.

The Internal Ombudsman supports the mission of the FDIC by seeking resolution «
work-related questions and concerns raised by all current empleya®l managers. Ir
the event of a breach, the Internal Ombudsman will participate in theiBfeguested
by the SAORNd provide facilitation and problem resolution services for complaints
issues that may arise from a reported breach.

Ly 0KS S@Syid I o6NBI OK A y-Edngwebsie/m2inhgasy |
the Chief Web Master (or designee) will work with the BRT as needed to investigal
NEYSRAFGS AaadsSa ¢AUGK C5L/ Qa 6So0aArds
YFE1S FLLINBLNAEFGS dzlJRIFGSa G2 C5L/ Qa Si
impacted individuals as requested; or assist with other welated tasks as requested
by the BRT.

DOF is responsible for providing accounting, financial, and employee services to tt
C5L/ @ Ly GKS S@Syid | oNBFOK YIFe& &A3
operations or budget, the DOF Director (or designee) will participate in théf BRT
requested by the SAO&nhd advise on and help implement any recommended courst
2F FOGA2Y Ay@2ft @Ay3a 2N AYLI OlAy3a (GKS
The RMC managesiernalcontrols andrisks by maintaining partnerships with the
Divisions and Offices, providing training, and addressing identified internal control
deficiencies. In the event a breach points to a systemic risk that is notesuiffici
addressed, the RMIC Branbleputy Directolor designeevill participate in the BRT if
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Deputy Director
Division of
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DOA Security and
Emergency
Preparedness
Section (SEPS)
Assistant Director

requested by the SAOP andl work with the BRT in mitigating that risk.
ASB is responsible for procuriggods and services on behalf of the Corporation. AS
Contracting Officers (COs) and other ASB personnel work with Oversight Managel
(OMs) and Technical Monitors (TMs) to monitor contractor performance, including
security requirements set forth in theontract. In accordance with {17-12, the ASB
Deputy Director or designated Chief Acquisition Officer (CAO), in coordination witt
SAOP/CPO or designee(s), shall ensure that contract provisions to assist with the
response to a breach are uniform anohsistently included in agency contracts. In
addition, in the event of a breach involving an FDIC contractor or vendor, or a bree
requiring the procurement of new services, the ASB Deputy Director (or designee)
participate in the BRIT requested ly the SAOPprovide guidance on any contracting
issues raised by the breach; assist with the procurement of new services if applica
and help advise on and implement any recommended courses of action involving
contractor noncompliance or other contracg issues identified by the BRT.
¢KS 5h! [AONINEB 9 tL/ &dzZlJl2Nlia GKS C!
In the event a breach may require the use of the FDIC/DOA Libratige3e the DOA
Library and PIC Assistant Director (or desigmekparticipate in the BRT if requested
by the SAOP andlill support the BRT by advising on and providing address lookup
verification services for notification purposes.
The FDIC/DOA Call Center is the primary telephone point of contact for the bankin
industry and the general public. Callers reach the Call Center throughfiaeéotir
direct phone number (B77-ASKFDIC or 70862-2222) or a TDD {800-9254618 o
703562-2289.) In the event of a breach requiring internal call center services, the
Call Center Chief (or designee) is responsible for participating in thef B&jlested by
the SAOPand:
9 Ensuring that the FDIC Call Center personnel answeartsfer calls in line
with the FDIGpproved communications plan and scripts;
1 Providing feedback and working with the BRT to update the scripts to addr
evolving issues or scenarios observed by Call Center personnel; and
1 Providing call center activitgports, such as the volume, type and dispositiol
of calls received, and any other information as requested by the BRT.
DOA Human Resources/LERS is responsible for resolving workplace diggndéag
disciplinary and adverse actions, and facilitating employee grievance filings. In the
event a breach is a result of employee misconduct or intentional actions, the DOA
Human Resources/LERS Chief (or designee) will participate in BRT niéstipgssted
by the SAORwvork with the BRT to assess the likely risk of harm associated with the
SYLift 2e5SQa IOlAazya yR AyidSydT yR A
courses of action as necessary.
The Security and Emergency Preparedness Section (SEPS) within the DOA Corpc
Services Branch is responsible for personnel security, physical security, emergenc
operations, transportation, business continuity, insidereat, counterintelligence, and
safety of all Corporation personnel. In the event of a breach, the SEPS Assistant
Director (or designee) is responsible for:
9 Participating in the BRT, if requested by the SAOP;
9 Investigating the physical breach if it toplace within FDIC territory;
I Recording the breach in the FDIC Incident Reporting Investigation Unit
Management System (TRIMS);
i Coordinating witH-DICSOCOCISQand other relevant stakeholders to ensur:
all necessary steps are taken to contain and cdritre breach (e.g., changing
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locks, deactivating PIV cards, etc.); and
I Reporting the breach results/fact findings to thetlaorized designees in CIOC
OCISQandFDICSOC
DOA SEPS Inside The Securt and Emergency Preparedness Section (SEPS) within the DOA Corpor
Threat and Services Branch of the FDIC is responsible for personnel security, physical securit
Counterintelligen emergency operations, transportation, business continuity, insider threat,
ce Program counterintelligence, andadety of all Corporation personnel. In the event of a breact
(ITCIP) Manager the SEPS Insider Threat and Counterintelligence Program (ITCIP) Manager (or de
is responsible for:
9 Participating in the BRT, if requested by the SAOP;
1 Reviewing the breach for potentiedsider threat and counterintelligence
indicators;
9 If two or more indicators are present, reporting the breach results/fact findii
and applicable indicators to the ITCIP Working Group;
9 Conducting any required additional FDIC records reviews and interasw
agreed to by the ITCIP Working Groapd
i If applicable, conduct and brief the results of an ITCIP assessment on the
breach to the ITCIP Working Grougldi CIP Executive Committee.

In addition, the ITCIP Manager or designee is responsiblefticipating in the annual
BRT tabletop exercis#é,requested by the SAOP
FDIC EXECUTIVE OFFICE
Head of Agency ' In accordance with OMB 117-12, the Chairman of the FDIC is responsible for:
(Chairman) I Making a final determination, based on the recommetiola from the SAOP
and BRT when applicable, regarding whether to provide notification, guidal
and/or services to individuals potentially affected bgignificant breach
f 58aA3ylFidAy3a GKS C5L/ 2FFAOAIf A 6K
Team (RT); and
9 Designating, in writingthe SAORo serve as the source of the natification to
potentially affected individuals, when notification is necessary or otherwise
required.
Executive Office Ly (GKS S@Syid 2F | daix3ayAaAFAOolyd oNBL Ol
AYlF22N) AYOARSY(ié¢ o0l ad RSTAYSR o0& ha.o0:
Chairman, reviews and provides concurrence or feedback on the recommended c«
of action identified by the BRT. The Executive Office, in consultation with the Chai
also reviews, approves and issues CongressamhDIGotification for breaches that
O2yaidAiddziS aYlF22NJ AYOARSy (iaoé
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AppendixD: Breach Report Template

Thistemplate may evolve and change over tinféor the current version of this template, refer to CORSICA
Periodically, the template within this appendix will be updated to reflect the current version in CORSICA.

Federal Deposit Insurance Corporation
Securiy Operations Cente(SOQ

BREACH REPORT

Date Last Updated:
Date Exported/Printed:
DRAFT / FINAL

SECTIONQGENERAL INFORMATION
CINC#Data Breach Reco# ¢ Affected Divisiorr SO(Priority Levet, Breach Type/Summary

Date and Time Reported ®OC Date and Time of Breach: Date and Time Reported to Division al
Privacy:
Location of Breach: If Date of Breach and Date of Reporting has considerable discrepancy in time
than 24 hours), explain why.

SUMMARY OBREACH AND INVESTIGATION:

Summarize the facts or circumstances of the theft, loss or compromise of Pl as currently known, including:
A description of what occurred and the parties involved in the breach (include dates and times)
The physical or electromistorage location of the information at risk

What steps were taken to investigate, contain and mitigate the breach (include dates and times)
Whether the breach is an isolated occurrence or a systematic problem

Who conducted the investigation of th@each, if applicable

Any other pertinent information

~ooooTpw

TYPE OF BREACH:

MEDIUM OF BREACH:

SECTIONQREPORTING

Reported to USCERT: Y/NIf Yes, complete the following: Date and Time Reported; Name/Title of Reporting Official
(ATTACH USERREPORT TO THIS FPRM

Reported to Law Enforcement: Y/NIf Yes, complete the following: Date and Time Reported; Name of Law Enforcemen
Agency/Component; Name/Title of Reporting Official; and Police Report Number, If Applicable)

Reported to FINCEN: Y/Nf Yes, complete the following: Date and Time Reported; Name/Title of Reporting Official)

Reported to OIG: Y/NIf Yes, complete the following: Date and Time Reported; Name/Title of Reporting Official)
Reported to Congress: Y/Nf Yes, complete the following: Date and Time Reported; Name/Title of Reporting Official)
SECTION@PARTIES POTENTIALLY IMPACTED

Categor)‘r}7 and Number of Individuals Potentially Impacted:
Category/Name anbllumber of Entities Potentially Impacted:

SECTION@SIGNIFICANT BREAWUIAOOR INCIDENT DESIGNATION
SIGNIFICANT AND/QRAJOR INCIDENT DESIGNATION Yes | No | Potentially

Significant Breach?
Demonstrable harm/affects 100,000 individuatlsmore?
Oi KSNBAAS KEAAIYATAOI yil

5 | D[S
5 | D [
Fon D e £ 3 Pl §

" For example, FDIC employees; complainants; customers of BankABC; etc.
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Is the incident a major incident per the {CERT/BCIC Cyber Incident Severity Schema (NCISS| N N
Date:

NCISS Risk Ratingpoints (Priority Level)

(ATTACH DETAILEDISS SCORECARD AND ANY ADDITIONAL INFO PROVIDED TCERFOM US
SECTIONGSAFEGUARDS AND ADDITIONAL INFORMATION

SECTION 6INFORMATION TYPE AND DATA ELEMENTS
|

SECTIONGw 9t hwe¢ 9wQ{ LbChwa! ¢Lhb

wSLI2NISNRE bl YS wSLI2ZNISNRE t K2y wSLI2NIISNR& / dz2NNBy

wSLIR2NISNRaE 9YFAf ! RRNBaa wSLI2NISNRaE W26 ¢AGtE S

Incident reported via(Check One Only) Is Reporter and Asset User the same pefs@@heck One

1 Emailj Phonefj Faxy DLPA] Other Only)q Yesi No(ifd, S&= ¢ & puedtbny SE i

1a4a8d ! aSNna bl YS 1aasSd !asSNna tK!aasSa ! aSND& / dzNN

1aa8d ! asSNna 9YIFAf ! RRNBaa laasSid !aSNnRa w20 ¢AGt

134480 ' asSNna !'aaAr3dyyYSyid FyRk2NI|!&aasSa !'asSNnRa bSasz2N)

i End User i Help Desk f ISM i Examiner

1aaSi !'aSNRa {dzZlSNBAa2NRa bl YyYS |1 aasSi ! aSNRa { dzLISNIA &
(Include Area Code)

13480 ! aSNDa (Ghacware®iyy 2NJ hTFAO0S

i Corporate University (CU) i Office of Complex Financial Institutions (OCFI)
1 Division of Administration (DOA) i Office of Inspector General (OIG)

1| Division of Depositor and Consumer Protection (DCP) 1 Office of Legislative Affairs (OLA)

i Division of Finance (DOF) i Office of Minority and Women Inclusion (OMWI)
1 Division of Information Technology (DIT) i Office of Ombudsman

| Division of Insurance and Research (DIR) i Office of Communications (OCOM)

il Division of Resolutions and Receiverships (DRR) f  Internal Ombudsman

| Division of Risk Management Supervision (RMS) i Executive Office (EO)

i Legal Division i Other

1 Chief Information Officer Organization (CIOO)

fj Office of the Chief Information Security Offi¢@CISP

Was Asset User in violation of an FDIC polifyYes) NoO L ¥ db23Xé &a1ALI NBYFAYyAy3 | dz§
Which FDIC policy was violated? | Is Asset User a repeat offendef? Yes) No6 L ¥ ab23é a1 ALI
Provide details (humber, date, summary) of past policy violations:

SECTION@BREACH SIGNOFF

REMARKS:

Name ofSOCAnalyst Completing Report: Date of Initial Report: Date Last Updated:

Sensitivdnformation¢ For Official Use Only
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AppendixE Breach Risk of Harm Assessment Template and Guidance

The following Breach Risk of Harm Assessment template has been designed as a tool to facilitate and
document (1) an assessment of the risk of harm toviidials caused by a breach of Pll and (2) the
actions the FDIC will take to mitigate the identified risks, as required by OMIBI. Instructions and
guidance are embedded in the templatedssistusers withits completion

This template may evohand change over timeFor the current version of this template, refer to CORSICA
Periodically, the template within this appendix will be updated to reflect the current version in CORSICA.

Federal Deposit Insurance Corporation
Personally Identifiablerformation (PII)

Breach Risk of Harm Assessment (RHA)

Date Last Updated:
Date Exported/Printed:
DRAFT / FINAL

Instructions In accordance with OMB-17-12, the Senior Agency Official for Privacy (SAOP), in coordination with the Besadmse Team (BR
when applicable, is responsible for the completion and approval of the Breach Risk of Harm AsgBs$#)eFite BRRHAscribe® will document
their analysis using this form and enter it réiahe into CORSICA during the BRT meé&tife Divisional ISM/Incident Lead is responsible for
completinga preliminaryBreach Risk of Harm Assessment in CORSICA and submitting it elelstfono&llS@nd SAOP approvalpon
recommendation from the SAORetFDIC Chairman will provide finppeoval/disapproval for providing notification, guidance, and/or services
individuals potentially affected by a significant breach

SECTIONQGENERAL INFORMATION
SOANCH#: <<INC#>>

Date(s) of BRT Risk
Assessment:

SECTIONQASSESSING THE RISK OF HARM TO INDIVIDUALS
A. Nature and Sensitivity of PI[_] High (3) [_] Moderate (2) []Low (1) [_] None (0)

Affected Division: << Division >>

BRTRHASCcribe:

Provide brief summary of evaluation of this factbr.the evaluation, consider the following items:

1 Data Elements (the sensitivity of each individual elemedttd as well as the sensitivity of all the data elements together)

1 Context (the purpose for which the PIl was collected, maintained, and used)

1 Private Information (the extent to which the PII, in a given context, may reveal particularly private inforatatidran individual)
1 Vulnerable Populations (the extent to which the PII identifies or disproportionately impacts a particularly vulnerablgopdpula
1 Permanence (the continued relevance and utility of the PII over time and whether it is easily repldestituted)

Refer to Sectioi.1of the BRP for additional guidance.

B. Likelihood of Access and Use of PIIt High (3) [_] Moderate (2) [_]Low (1) [_] None (0)

Provide brief summary of evaluation of this factarthe evaluation, consider the followiitgms:

1 Security Safeguards (whether the PIl was properly encrypted or rendered partially or completely inaccessible by other means)
1 Format and Media (whether the format of the PIl may make it difficult and resénteesive to use):

1 Duration of Exposurghow long the PIl was exposed)

1 Evidence of Misuse (any evidence confirming that the PII is being misused or that it was never accessed)

Refer to Sectioii.2 of the BRP for additional guidance.

C. Type of Breach: ] High (3) [_] Moderate (2) [_] Low (1) [_] None (0)

Provide brief summary of evaluation of this facttm the evaluation, consider the followingiins:

i Intent (whether the PIl was compromised intentionally, unintentionally, or whether the intent is unknown)

i Recipient (whether the PIl was disclosed to a known or unknown recipient, and the trustworthiness of a known recipient)
Refer to Sectio.3 ofthe BRP for additional guidance.

®cloo oOCIS@®rogram/Special Assistant or other designated administrative personnel responsible for recording the SAOP
FYyR . weQa Fylfeaara | yR N#ndaurng e BRT indeting and énstring iKiddbcurfiedtddy NB |
accurately, timelyand completelyin CORSICA.

59Alternatively, the BRRHA scribe may provide the completiedm to the Incident Coordinator and Divisional Information
Security Manager (ISM)/Incident Lead for uploading to CORSICA subsequent to the BRT meeting
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Breach Classification
(Refer to Sectiofi of the BRP for examples and guidelines for determining the breach classification.)
[J code Red/Likely Risk {8 PointsNotification) [] Code Blue/Likely Risk {8 PointsNo Notification)
[] Code Green/Unlikely Risk {1 PointsNo Notification) [_] Code Orange/Unlikely Risk (O Poirio Notification)

SECTION GRECOMMENDATION FOR MITIGATING THE RISK OF HARM

A. CountermeasuregRefer to Sectioh0 of the BRP for guidance.)
Are additionaf° countermeasures requiredd_] Yes [ ]No [] Potentially / TBD

If yes, describe:

B. Notification(Refer to Sectiohl of the BRP for guidance.) ‘

Based on the breach classification, select all to whom notificafibis recommended.
f Individuals f Congress i Financial Institutions (FIsfj Regulatorsfj Other Entities (Specify.)

Chairman Concurrence ] Yes [ ]No Date:

C. Services and Guidangeefer to Sectionk0.2 and10.3 of the BRP for guidance.)
Select all services and guidance that are recommended.

fj Offering identity protection and/or credit monitoring fj Establishing a dedicated FDIC email inbox to respond to

services inquiries about the breach
Number of Individuals to be Provided Service: << >> i FDIC (POC: << >>)
Estimated Cost: << >> i Vendor (POC: << >>)
fl Establishing a dedicated call center to handle inquiries | §§ Offering guidance to potentially affected individualstethod
about the breach of providing guidance << >>)
| FDIC/DOA Call Center f Setting up fraud alerts or credit freezes
ﬁ DCP Consumer Response Center Changing or closing accounts
f Contracted Service Provider: << >> Taking advantage of services made available by FTC
Changing passwords
Encouraging use of mufiactor authentication for account access

Other (Specify: )

5151 5151 51 S

| Establishing a dedicated website/webpage addressing thq

breach

R FDIC Site (Link: A ThirdParty Site (Link:
f (Link: 1) ty Site (Link: ) i Other << Explain >>

f| Issuing a press release addressing the breach
Chairman Concurrence ] Yes []No Date: Summary of Feedback (if applicable):
SECTIONACOMPLIANCE DOCUMENTAT(Ha®\ to Section 230f the BRP, andonsult with Legal (FOIRfivacy Act Groyp

and OCIS@Privacyas neededor guidance

1. Which systems of records notices (SORNS), privacy 3. Does any Pll maintained as part of a system of records nee(
threshold analyses (PTAs), privacy impact assessments | be disclosed as part of the breach responsg? Yes [[] No << If

(PIAs), and/omprivacy notices apply to the potentially yes, is the disclosure permissible under the Privacy Aldw will the FDIC
compromised informatior? << >> account for the disclosure? >>

2. Are the relevant SORNSs, PTAs, Pafsl/or privacy 4. Is any additionaPll necessary to contact or verify the identity
notices accurate and umo-date’?33 O Yes ONo of individuals potentially affecte® []Yes [] No<< If yes, does that

information require new or revised SORN(s) or PPA%S)

SECTION GINFORMATION SHARE (Refer to Section 2.3 of the BRP, and consultlveitial and OCIS$3 needed for guidancé’)

0 Refer to Breach Report feountermeasures that have already been taken and/or are in process to mitigate the risk of harm.
%I Divisional Incident Lead and IR POCs responsible for drafting and vetting notification.

62 Contactprivacy@fdic.gofor assistance with identifying and consulting with current Legal and Privacy POCs.

% As the data owner, the Division is responsible for ensuring its privacy compliance documentation is current, accurate, and
complete. Whenever this is a material change impacting privacy, Divisions must reassess and submit revised privacy
compliance docmentation to Privacydrivacy @fdic.goyfor review. However, OMB4#7-12 requires additional due diligence
and specific, documented confirmation that these artifacts have been reassessed to address the queStmti®ind when

there is a breach.

o4 Contactprivacy@fdic.gofor assistance with identifying and consulting with current Legal and Privacy POCs.
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To respond to the breach, will information sharifigwith any of the following will be necessafy Check all that apply and specify
systems, agencies or othentities with which information will be shared

i With other systems within the FDIC (Specify: A With another agency (or agencies) (Specify: )
i With any nonFederal entities/thirdbarties (Specify: )

If any of the above are checked, answer the following:
1 Is the information sharingonsistat with existingdata use agreements, information exchange agreemeans/or
memoranda of understanding® ] Yes []No (Explain: )
1 Will the information sharing require new or modified data use agreements, information exchange agreements, or
memoranda of understandingP_] Yes [ ] No (Explain: )
1 How will PIl be transmitted and protected when in transmission, for how long will it baneztaand may it be shared
with third parties?

SECTIONGLESSONS LEARNED ‘

Did the response to this breach result in any lessons learned or changes to the FDIC or Divisional BRPs, policies draitiiag,
documentation? [] Yes [ No <<If yes, document any lessons learned or changes based on lessons learned.

Date andSummarﬁ6 of PostBreach BRT Lessons Learned Meeting (only required for breaches reported to Congress):
SECTIONFZADDITIONAL COMMENTS \

Sensitive Informatioq For Official Use Only

% When responding to a breach, the FDIC may need additional inform@atic@toncile or eliminate duplicate records, identify
potentially affected individuals, or obtain contact information in order to provide notification. The FDIC may need toecombi
information maintained in different information systems within the FBl@re information between the FDIC and another
agency, or share information with a nérederal entity.

®n lieu of a summary, a copy of the P@each Analysis and Lessons Learned Report may be attached/uploaded into
CORSICA. Refer to Section 12 Aangdendix Fof the BRP for a template and guidance.
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AppendixF, PostBreach Analysis and Less®Learned Template and
Instructions

This template may evolve and change over tifRer the current version of this template, refer to CORSICA
Periodically, the template within this appendix will be updated to reflect the current version in CORSICA.

FDIC PosBreach Analysis and
Lessons Learned Report

Date Last Updated:
Date Exported/Printed:
DRAFT / FINAL

Instructions This PosBreach Analysis and Lessons Learned Report template is to be completed for all breaches Hesrhave
reported to Congress after the breach response has concluded. The SAOP shall convene the Breach Response Team (BRT|
applicable stakeholders to evaluate and complete this form for single or multiple breaches reported to Congress, astepprapri
affected5 A A AA2yKhTFAOS L{aoca0 2N)J RSaA3lySS akltt NBO2NR (KS
Learned meeting(s) and ensure the completed form is recorded in CORSICA in an accurate and timely manner.
SECTION@GENERAL INFORMATION

SOANCH#: <<INC#>> Affected Division: << Division >>
Lesson Learned Division ISM(s)/Incident
Meeting Date(s): Lead(s) or Designee:
SECTION@QLESSONS LEARNED AND CURRENT/PLANNED MITIGATION ACTIVITIES
A. Technical

M b 5AR GKA& OoONBIFOK NIAasS lye LRGESYGALFE o Yes f

process and/or enhancintechnicalprivacy/security controls over PII? No i
<<Document any potential lessons learned, recommendations, and/or action items.

2. Did the response to this breach result in any current or planned changes tddtienicalsecurity or Yes i

privacy control® If not, were/are there specific challenggzreventing the changes from occurring? N -

0 N

<<Document any current or planned changes to technical controls based on lessons learned, and any challenges prevenigestirerch
occurring if applicable>>

B. Administrative

M b 5AR GKA& OoNBFEOK NI}IAAS lye LRGSYOGAFf af Sa| Yes f
process and/or enhancingdministrative privacy/security controls over PII1? No i
<<Document any potential lessons learned, recommendations, and/or action items
2. Did the response to this breach result in any current or planned changesltoinistrative security or v z
. . - L es n
privacy controls (i.e., the BRP, policies, training, or other documentat®if)not, were/are there
specific challenges preventing the changes from occurring? No A

<<Document any current or planned changes to administrative controls based on lessons learned, and any challenges pecbatiggh
from occurring if applicable>>

C. Physical

M 5AR GKA& oNBFOK NIAAS | yaémprodng tBebieach fianding Sa| Yes it

process and/or enhancinghysicalprivacy/security controls over PI1I? No il
<<Document any potential lessons learned, recommendations, and/or action items

2. Did the response to this breach result in any current or planned changghtmicalsecurity or Yes i

privacy control® If not, were/are there specific challenges preventing the changes from occurring? No i

<<Document any current or planned changes to physical controls based on lessons learned, and any challenges preventgestfierohg
occurring if applicable>>

SECTIONQGADDITIONAL COMMENTS

Sensitive Informatioq For Official Use Only
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AppendixG: High-LevelPIl Breach Summary Flowchart

@ PROCESS FOR RESPONDING TO BREACH OF PII

SOC opens
investigation and

SOC reports to US-CERT
within 1 hour and

documents in
CORSICA

SOC continues
investigation/
remediation and
updates Breach

IL

A 4
A\ 4

completes internal
notifications

L User obtains
— No——P» LLEA investigates P investigation report
| and submits to SOC
0 Occurred within
& Yes FDIC area?
(Vp] User calls FDIC Help .
> Desk/SOC and Lost or stolen Yes I SSES%'?‘\;E?E"Q[:&&‘%& o
= notifies Supervisor/ equipment? P L
[¢}] soc
(2]
-}
=z No I
%) 4 ¢ Y

SOC notifies Sr. Mgmt, affected/
responsible Div, InfoAlert dist. list
(OlIGis included if criminal
investigation is needed)

Sensitive data
compromised 2.

Sig nificant

Yes Breach?

No

Report frequently

Div ISM/IL
Escalated to
SAOP to activate ct_)mgloe'l?essl(l:?:/\
BRT procedures n 5

Help Desk, SOC, Supervisor/OM

PSC/SAOCP
approve?

= A 4

() SAOP/PSC
SAOP convenes coordinate

(-L) No P |essons learned

O = (if applicable)

N % A PSC reports the
8 ~ v SAOP, in completion to
O (@) consultation w/ SGEReE SAOR/CISO

CISO, inform
i N B h
E n SAOP/BRT assess risk ChENEn e noti;iecaaction Yes— oversees A
o and determlne course makes final needad? notification
2 of action decision p process
(%]
SAOP/PSC,
- Legal, OCOM,
() 2 | &oLAas CIOO completes
(&) o v A ™| applicable notification to individuals
= Div drafts/verifies review and reports to SOC
O O operative facts in notification
<0 SAOP/ notification letter and 4
= - Chairman, in OCOM issues talking points, and sends
o < coordination press release OLA and Legal to SAOP, PSC, Legal,
| w/ OLA, notify and responds coordinate in OCOM, & OLA as
T 0O Congress, if to media responding to applicable for approval —
9 = breach is inquires, if FOIA inquiries . ! PSS
o ®© major applicable Modify _notification to
v D incident Yes notification No—»{ individuals and pays
= 3 content? associated costs
ACRONYMS: OM: Oversight Manager NOTES:
BRT: Breach Response Team OCOM: Office of Communications u The SAOP or designee (PSC) oversees the notification

CPO: Chief Privacy Officer (SAOP)

CISO: Chief Information Security Officer
DIV: Division/Office Responsible for Breach
FOIA: Freedom of Information Act

IC: Incident Coordinator

IL: Divisional Incident Lead

ISM: Information Security Manager

LLEA: Local Law Enforcement Agency
OIG: Office of Inspector General

OLA: Office of Legislative Affairs

PlI: Personally Identifiable Information

PSC: Privacy Section Chief

RHA: Risk of Harm Assessment

SAOP: Senior Agency Official for Privacy

SEPS: Security Emergency Preparedness
Section

SOC: Security Operations Center

US-CERT: U.S. Computer Emergency Readiness
Team

effort on behalf of CIOO, in coordination with the Division/
Office responsible for the breach. The Division/Office (via
the ISM/Incident Lead and/or other Divisional IR POCs/
SMES) drafts/verifies operative facts in notification letters.
All notifications must be reviewed and approved by SAOP
or PSC and General Counsel or designee.

After approval, notification letters are sent to affected
individuals by CIOO. However, notifications to affected
entities/regulators are handled by Division/Office.
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AppendixH: Exceptions to the Breach Reporting Requirement

Because there are many different types of occurrences involving PII that may result in a risk
of harm to individuals or to the FDIC, the term breach is inherently broad. In limited
circumstances, however, an occurrence may meet the technical definitianboéach but

not result in any risk of harm to the affected individuals or to the FDIC. Accordingly, the
FDIC may institute very narrow exceptions to the requirement that individuals with access
to FDIC information or information systems report a suspear confirmed breach to the
FDICSOCfor those limited circumstances where: 1) there is no risk of harm to the
potentially affected individuals or to the FDIC, and 2) the failure to report the occurrences
would not violate law or regulation. These oaeurces will always be conterependent

and FDI&pecific and will require the SAOP to conduct an assessment of the risk of harm, in
I O0O2NRIyOS ¢A0GK GKS C5L/ Qa . wt o

In accordance with OMB M7-12, the following table provides examples of the limited
circumstances under which the requirement to report a suspected or confirmed breach to
FDICSOCis not triggered. The SAOP has assessed each of these circumstances and
determined that while they meet the technical definition of a breach, they warrant
exempton from the requirement to report because the risk of harm to potentially affected
individuals is negligible, and the failure to report these occurrences does not violate law or
regulation.

Examples of NotReportable Breaches

1 An employee discardsR2 OdzYSy & ¢AGK GKS | dzi K2 NRA&
bin.

2 'y SyLX2eS8sS t2asSa | O2Lk 2F |y 2FFAO
work phone numbers.

3 An employee emails a file with nesensitive, publicly available Pll aboutecific
individual (e.g., newspaper article, public post on social media).
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Appendixl: Examples of Guidance FDIC May Offer to Affected
Individuals

In addition to, or in lieu of offering credit monitoring and identity protection services, following
are examples of guidance and resources FDIC may offer to potentially affected individuals,
depending on the nature and circumstances of the breach:

Active Duty Alert Service members who deploy can place an active duty alert on their credit
reports to help nnimize their risk of identity theft. An active duty alert on a credit report
means businesses have to take extra steps before granting credit in your name. Active duty
alerts last for one year, and can be renewed to match the period of deployment.

Credt Freezef I ONBRAG TNBESTS NBadNROGa FOOSaa G2 |
a credit report is usually required by creditors, a credit freeze can prevent creditors from
approving a new account.

Credit Freezes for ChildreWhen theindividuals potentially affected by a breach are children,
their guardians are sometimes able to place a freeze on their credit, even if the children do not
yet have a credit history. Several states mandate that all credit bureaus provide this option.
Qutside those states, the option may still be possible depending on the credit bureau. In these
instances, parents and guardians may have to provide additional information about themselves
as well as the child in order to show the relationship.

Closing orChanging AccountsConsumers should immediately dispute any unauthorized
charges to existing accounts, including closing or changing account information so that
unauthorized activity does not continue. This will not prevent new unauthorized accounts of
which individuals may be unaware.

Obtaining a Free Credit Reportindividuals can obtain a free credit report yearly from each of

the three national credit bureaus (Equifax, Experian, and TransUnion), from
annualcreditreport.com, or by calling the crédi NXB LJ2 NI A y 3-freé BUbWesA S& Q  (
Individuals should review their credit reports for any accounts they do not recognize.

Cyber Hygien¥ wSa2dz2NDS a BigpOrhinkiCénifect Campaifnd  at:
https://www.dhs.gov/stopthinkconnecbr https://www.onguardonline.goyUS/ 9 w¢ Q& (0 A LJA
protecting privacy at:https://www.us-cert.gov/ncas/tips/STOD13 and US 9w¢ Q& (A LJA
preventing online identity theft athttps://www.us-cert.gov/ncas/tips/STO®19.

Deceased AlertsDeceased individuals can be at heightened riskidentity fraud that may
AYLI OG0 GKS RSOSI a SThis dreatBsiligolitR & & @riiving spduselis for
example, his or her name is on joint accounts. To prevent this, death certificates can be sent to

the IRS as well as the major credit bureaus, which-pOS I GRSOSI aSR | £ SNI ¢
prevent new activity.
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https://www.dhs.gov/stopthinkconnect
https://www.onguardonline.gov/
https://www.us-cert.gov/ncas/tips/ST04-013
https://www.us-cert.gov/ncas/tips/ST05-019

Fraud Alert A fraud alert tells creditors that they must take reasonable steps to verify the

identity of the individual who is applying for credit. A fraud alert also allows individualsiés o

2yS FTNBS 0O2Lk 2F GKS AYRAGARZ f Qa4 ONBRAG NFKLRZ
To place this alert, individuals can contact one of the three national credit bureaus, who must

notify the others. The initial fraud alert stays on theedit report for 90 days and can be

renewed.

FTC.goviidthefY ¢ KS C ¢ pr@vitles fre® ddankityitiSeft resourcdsr individuals as well

as community leaders, businesses, advocates, and law enforcement to share in their
communities The website irades resources on proactive steps individuals can take to
monitor and protect their information and educate themselves on the different types of
identity theft and the resources available to protect against and recover from identity theft.

IdentityTheftgowY ¢ KA & Aa (KS CSdp Ndolirce DrRid&iyINMtIigtiinQa 2y S
Individuals can use the website to report identity theft and get a personalized recovery plan

that walks them through each step, updates the plan as needed, andlligrietters and forms.

It also advises individuals on steps they can take to prevent identity theft when they receive
Yy2U0AO0S GKFIG GKSANItLL KFra 06SSy O2YLINRYAASRO®
system, which makes the complaint informaticavailable to law enforcement across the

country through Consumer Sentinel, a secure online database only available to law
enforcement.

Tax FraudThe FDIC may consider recommending individuals file an IRS Identity Theft Affidavit

(Form 14039) to prevednan identity thief from using compromised PII to falsely claim the
AYRAQDGARdzZIt Q& GFE NBFdzy RO
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AppendixJ Considerations for Identifying Logistical Support to
Respond to a Breach

Sufficient logistical support is essential to respond effectively andiefly to a breach. For
example, logistical support may be required to prepare and deliver notification and to staff call
centers. When a breach potentially affects a large number of individuals or implicates multiple
IT systems, this can be a resouintensive and challenging undertaking and can require
hundreds or even thousands of hours to complete.

In accordance with OMB M17-12 and FDIC policy, the SAOP and/or designees (CISG@nd P
coordination with the Breach Response Team (BRT) when convened andffdoted
Division/Qfice, shall identify and ensure sufficient logistical support to respond to a breach.
This includes considering what capabilities exist within the FDIC, hesions/Offices are
responsible for executing those capabilities, and whether additional internal and/or external
support is necessary to effectively and efficiently respond to the breach. At minimum,
consideration shall be given to the following resoetintensive activities that may be necessary
to provide notification, offer guidance, and provide services to individuals potentially affected
by a breach:

1 Procuring updating and managing contracts and tasks related to identity protection and

credit monitoring vendor(s);
1 Establishingand maintaining dedicated website(s), webpage(s), and/or shared email
box(es);

1 Establishing staffing and providing scripts/training tcall center staff (both internal and
external);
Providingtranslation services;
Recreating maintaining, and analyzing unstructured and structured breached data;
Identifyingand compiling lists, counts, and type of impacted PII of potentially affected
individuals;
Performingaddress verification and lookup services;
Developing vetting and updating communications materials (e.g., press releases, FAQSs,
call center scripts, talking points, official written notifications to potentially affected
individuals, financial institutions, regulators or other stakeholders, Congressional
notification, official reports, etc.);
1 Ceating reviewing and approving proofs of mailings;
1 Printing and mailing notification letters;
1 Processingand tracking credit monitorig issuance, mailings, activation/redemption,

costs, and other pertinent notification information; and
1 Triagingand responding to breactelated complaints and inquiries.

= =4

= =

As a part of this process, the SAOP and/or designees (CISCGEgndhRoordination with the
BRT when convened and théectedDivision/Ofice, should identify any gaps or constraints in
GKS C5L/ Qa t23Aad0A0Ft OFLIOoAfTAGASE YR O2YYdzy
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and other applicable FDIC groups or officials regartiiegneed to enter into contracts or to
explore other options for ensuring that certain functions are immediately available during a
time-sensitive response.These issues should be discussed at the initial stages of the breach
investigation to ensure theappropriate logistical support is available tffectively and
efficiently respond to a breach.

In addition, consideration shall also be given to administrative responsibilities implicit in and
underlying many of the aforementioned logistical efforssich as scheduling BRT meetings;
preparing, updating and distributing meeting minutes, action items and materials; preparing
executive summaries of discussions; scheduling lessons learned meetings; vetting
communications materials to executives for appripwetc. A CIO@CISGpecial or program
assistant(s) or other administrative and/or project management personnel shall be designated
by the SAOP or designees (CISO &g ® serve as the BRT scribe and support these and
other assigned administrative fations related to breach response.
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AppendixK: Additional Considerations for Security Safeguards

When assessing the likelihood of access and use of PlI potentially compromised by a breach, the
CIO shall evaluate the implementation and effectivenesseotisty safeguards protecting the
information. Security safeguards may significantly reduce the risk of harm to potentially
affected individuals, even when the PII is particularly sensitive. The CIO shall consider each of
the employed security safeguards @ caseby-case basis and take into account whether the
type, value, or sensitivity of the information might motivate a malicious actor to put time and
resources towards overcoming those safeguards.

Encryption:

When evaluating the likelihood of accesmsd use of encrypted PII potentially compromised by a
breach, the CIO, in coordination with the SRG#d CISO, shall confirm:

Whetherencryption was in effect;

The degree of encryption;

At which level the encryption was applied; and
Whetherdecryption keys were controlled, managed, and used.

egeeeg

There are many ways to encrypt information and different technologies provide varying
degrees of protection. Encryption can be applied at the:

w Devicelevel;
w Fle-level; and
w To information at rest orin transmission.

The protection provided by encryption may be undermined if keys, credentials, or
authenticators used to access encrypted information are compromised.

Federal agencies are required to use a Nifiilated encryption metho&® The SAOP sh
consult with the agency's CISO and other technical experts, as appropriate, to ascertain
whether information was properly encrypted. For additional information, refer to National
Institute of Standards and Technology Federal Information ProcessingastsnPublication

140, Security Requirements for Cryptographic Modulegiab://csrc.nist.gov/publications

The PII potentially compromised by a breach also may be rendered partially or completely
inaccessible by security safeguards other than encryption. This may include redaction, data

®7 At the FDIC, the CIO also serves as the SAOP.

% OMB Circular A30 requires agencies to encrypt all FIPS 199 modéngtact and higimpact information at rest and in
transit, unless encrypting such information is technically infeasibleoald demonstrably affect the ability of agencies to carry
out their respective missiongunctions, or operations; and the risk 06t encrypting is accepted by the authorizing official and
approved by the agency CIO, in consultation with the SAOP (as appropriate).
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masking, and remote wiping of a connected device. Physical security safeguards such as a
locked case securing documents or devices may also reduce the likelihoodes$ acal use of

Pll. For example, PIl in a briefcase left temporarily unattended is less likely to have been
accessed and used if the briefcase was securely locked.
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AppendixL: RACIResponsible, Accountable, Consulted, and Inform&Btrix

RACI Matrix FDIC PIl Breach Response Process

Key FDIC PII Breach Stakeholders
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